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Copyright and Trademark Notice

Thecus and other names of Thecus products are registered trademarks of Thecus
Technology Corp. Microsoft, Windows, and the Windows logo are registered
trademarks of Microsoft Corporation. Apple, iTunes and Apple OS X are registered
trademarks of Apple Computers, Inc. All other trademarks and brand names are
the property of their respective owners. Specifications are subject to change
without notice.

Copyright © 2012 Thecus Technology Corporation. All rights reserved.

About This Manual

All information in this manual has been carefully verified to ensure its correctness.
In case of an error, please provide us with your feedback. Thecus Technology
Corporation reserves the right to modify the contents of this manual without notice.

Product name: Thecus N2800/N4800 Series
Manual Version: 5.0
Release Date: AUGUST. 2012

Limited Warranty

Thecus Technology Corporation guarantees all components of Thecus NAS
products are thoroughly tested before they leave the factory and should function
normally under general usage. In case of any system malfunctions, Thecus
Technology Corporation and its local representatives and dealers are responsible
for repair without cost to the customer if the product fails within the warranty
period and under normal usage. Thecus Technology Corporation is not responsible
for any damage or loss of data deemed to be caused by its products. It is highly
recommended that users conduct necessary back-up practices.

Check the functions that are available on your particular Thecus NAS model at:
http://www.Thecus.com



Safety Warnings

For your safety, please read and follow the following safety warnings:

Read this manual thoroughly before attempting to set up your Thecus IP
storage.

Your Thecus IP storage is a complicated electronic device. DO NOT attempt
to repair it under any circumstances. In the case of malfunction, turn off the
power immediately and have it repaired at a qualified service center.
Contact your vendor for details.

DO NOT allow anything to rest on the power cord and DO NOT place the
power cord in an area where it can be stepped on. Carefully place
connecting cables to avoid stepping or tripping on them.

Your Thecus IP storage can operate normally under temperatures between
5°C and 40°C, with relative humidity of 20% - 85%. Using Thecus IP
storage under extreme environmental conditions could damage the unit.
Ensure that the Thecus IP storage is provided with the correct supply
voltage (AC 100V ~ 240V, 50/60 Hz, 3A). Plugging the Thecus IP storage to
an incorrect power source could damage the unit.

Do NOT expose Thecus IP storage to dampness, dust, or corrosive liquids.
Do NOT place Thecus IP storage on any uneven surfaces.

DO NOT place Thecus IP storage in direct sunlight or expose it to other heat
sources.

DO NOT use chemicals or aerosols to clean Thecus IP storage. Unplug the
power cord and all connected cables before cleaning.

DO NOT place any objects on the Thecus IP storage or obstruct its
ventilation slots to avoid overheating the unit.

Keep packaging out of the reach of children.

If disposing of the device, please follow your local regulations for the safe
disposal of electronic products to protect the environment.
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Chapter 1: Introduction

Overview

Thank you for choosing the Thecus IP Storage Server. The Thecus IP storage is an
easy-to-use storage server that allows a dedicated approach to storing and
distributing data on a network. Data reliability is ensured with RAID features that
provide data security and recovery—over multiple Terabyte of storage are available
using RAID 5 and RAID 6. Gigabit Ethernet ports enhance network efficiency,
allowing Thecus IP storage to take over file management functions, increase
application and data sharing and provide faster data response. The Thecus IP
storage offers data mobility with a disk roaming feature that lets you swap working
hard drives for use in other Thecus IP storage, securing the continuity of data in the
event of hardware failure. The Thecus IP storage allows data consolidation and
sharing between Windows (SMB/CIFS), UNIX/Linux, and Apple OS X environments.
The Thecus IP storage’s user-friendly GUI supports multiple Languages.

Product Highlights

File Server

First and foremost, the Thecus IP storage allows you to store and share files over an
IP network. With a Network Attached Storage (NAS) device, you can centralize
your files and share them easily over your network. With the easy-to-use
web-based interface, users on your network can access these files in a snap.

To learn about the Web User Interface, go to
Chapter 4: Using the Thecus IP Storage > Web Administration Interface

FTP Server

With the built-in FTP Server, friends, clients, and customers can upload and
download files to your Thecus IP storage over the Internet with their favorite FTP
programs. You can create user accounts so that only authorized users have access.

To set up the FTP Server, refer to
Chapter 4: Network Service> FTP .

iTunes Server

With the built-in iTunes server capability, the Thecus IP storage enables digital
music to be shared and played anywhere on the network!

To set up the iTunes Server, refer to
Chapter 4: Application Server>iTunes Configuration.

Printer Server

With the Thecus IP storage’s Printer Server, you can easily share an IPP printer with
other PCs connected to your network.

To set up the Printer Server, refer to
Chapter 4: External Devices Server>Printer Information.

Multiple RAID



Thecus IP storage supports multiple RAID volumes on one system. So, you can
create RAID 0 for your non-critical data, and create RAID 1,5,6,50 or 60 (depend
on model) for mission-critical data. Create the RAID levels depending on your
needs.

To configure RAID modes on the Thecus IP storage, refer to
Chapter 4: Storage Management >RAID Information.

iSCSI Capability

Thecus IP storage is not only a file server, but it also supports iSCSI initiators. Your
server can access Thecus IP storage as a direct-attached-storage over the LAN or
Internet. There is no easier way to expand the capacity of your current application
servers. All the storage needs can be centrally managed and deployed. This brings
ultimate flexibility to users.

To set up an iSCSI volume, refer to
Chapter 4: Storage Management > iSCSI

Superior Power Management

Thecus IP storage supports schedule power on/off. With this feature, administrator
can set at what time to turn on or off the system. This feature is a big plus for
people who want to conserve energy. Wake-On-LAN enables administrator to
remotely turn on the system without even leaving their own seat.

To schedule system on and off, refer to
Chapter 4: System Management> Scheduled Power On/Off



Package Contents

N2800

The Thecus IP storage should contain the following common items:

® System Unit x1

QIG (Quick Installation Guide) x1

CD-Title (Acronis backup CD & Universal CD & TwonkyMedia CD)
Ethernet Cable x1

Accessory bag x1

Warranty Card x1

Power adapter x1

N4800 Series

The Thecus IP storage should contain the following common items:

® System Unit x1

QIG (Quick Installation Guide) x1

CD-Title (Acronis backup CD & Universal CD & TwonkyMedia CD)
Ethernet Cable x1

Accessory bag x1

HDD Compatibility list Card x1

Multiple Languages Warranty Card x1

Power cord x1

Please check to see if your package is complete. If you find that some items are
missing, contact your dealer.



Front Panel
N2800:

The Thecus N2800’s front panel has the device’s controls, indicators, and hard disk
trays:

-~ Z&=

Item Description
1. Power Button e Powers the N2800 on/off.
2. USB Port e USB 3.0 port for compatible USB devices, such as digital cameras,
USB disks, and USB printers.
3. USB Copy e Copies USB storage contents to N2800.
Button
4. Card reader e Supports SD/SDHC/MMC cards via USB interface.
5. HDD1 led o Blinking white: HDD activity
6. HDD2 led o Blinking white: HDD activity
7. WAN led e Solid white: WAN Cable link
e Blinking white: Network activity
8. LAN led e Solid white: LAN Cable link
e Blinking : Network activity
9. USB Copy led o Blinking white: USB copy activity

10. Card reader

led

¢ Blinking white: Card reader copy activity
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N4800 Series:
The Thecus N4800 Series front panel has the device’s controls, indicators, and hard
disk trays:

g6 H F b 5
Link Aggregation
3
4
S
6
7
8
9
1
1
10
Front Panel
Item Description
1.Power Button e Power on/off N4800 Series
2.0LED e Displays current system status and messages

e OLED screen saver will be enabled after screen is left idle for more
than 3 mins

e OLED screen will be diabled after it is left idle for more than 6 mins

OLED 3.HDD 1 LED | e Yellow: HDD activity

e Red: HDD failure

4 .HDD 2 LED | « Yellow: HDD activity

e Red: HDD failure

5.HDD 3 LED | e Yellow: HDD activity

e Red: HDD failure

6.HDD 4 LED | « Yellow: HDD activity

e Red: HDD failure

7.WAN/LAN1 | « Blinking green: network activity

LED

8.LAN2 LED | « Blinking green: network activity

9.USB Copy | « Blue: USB Copy activity

« Red: USB Copy failure

10.HDD Tray e Four HDD trays support 4x 3.5" or 4 x 2.5” HDDs

11. USB Port e USB 3.0 port for compatible USB devices, such as USB disks.

11



Rear Panel
N2800:

The N2800 rear panel features ports and connectors.

Back Pane
Item Description
1. eSATA Port e eSATA port for high-speed external storage expansion.
2. USB Port e USB 2.0 port for compatible USB devices, such as digital
cameras, USB disks, and USB printers.
3. WAN/LAN1 e WAN/LAN1 port for connecting to an Ethernet network through a
Port switch or a router.
4. LAN2 Port e LAN2 port for connecting to a local Ethernet network through a

switch or a router.

5. System Fan

e System fan that exhausts heat from the unit.

6. Power e Connect the included power cords to this connector.
Connector

7. HDMI e For Video/Audio out

8. VGA e For Video out

12




N4800 Series:
The N4800 Series rear panel features ports and connectors.

|
I
~
—

" s

@
|

o4

¢
(4
(4
..

:3::::::’:
%0%% °

¢
\ 7
(2
2

¢
%

(0
4
(4
()
()

\J
(0
(4
(2
()
()
(0
¢,

LANZ  WAN/LAN1

2
::

‘$

)

¢
3'
K
%
%
®

Back Panel

Item Description
1. Power e For connect the power adaptor
Connector
2.  WAN/LAN1 e WAN/LAN1 port for connecting to an Ethernet network through a
Port switch or router
3. LAN2 Port e LAN2 port for connecting to an Ethernet network through a switch
or router
4,

USB Ports ,\P e USB 2.0 ports for storage expansion

5. eSATA Ports | ¢ eSATA port for high-speed storage expansion
6. LINE Out e For Audio out

7. VGA e For Video out

8. HDMI e For Video/Audio out
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Chapter 2: Hardware Installation

Overview

Your Thecus IP storage is designed for easy installation. To help you get started,
the following chapter will help you quickly get your Thecus IP storage up and
running. Please read it carefully to prevent damaging your unit during installation.

Before You Begin
Before you begin, be sure to take the following precautions:

1. Read and understand the Safety Warnings outlined in the beginning of the
manual.

2. If possible, wear an anti-static wrist strap during installation to prevent
static discharge from damaging the sensitive electronic components on the
Thecus IP storage.

3. Be careful not to use magnetized screwdrivers around the Thecus IP
storage’s electronic components.

Cable Connections
To connect the Thecus IP storage product to your network, follow the steps below:

1. Connect an Ethernet cable from your network to the WAN/LAN1 port on the
back panel of the Thecus IP storage.

=

---- = —hi ‘:‘

=1 F

LAMZ  WANL AN

A N2800 WAN/LAN1 port A N4800 Series WAN/LANT port

2. Connect the provided power cord into the universal power socket on the
back panel. Plug the other end of the cord into a surge protector socket.

DC j\/ DC 19V
VGA LINE 1IN
& @

A N2800 power socket A N4800 Series power socket
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3. Press the power button on the Front Panel to boot up the Thecus IP storage.

D) -
m@ é‘iéﬁ?ﬁ

A N2800 power button A N4800 Series power button
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Chapter 3: First Time Setup

Overview

Once the hardware is installed, physically connected to your network, and powered
on, you can configure the Thecus IP storage so that it is accessible to your network
users. There are two ways to set up your Thecus IP storage: using the Thecus
Setup Wizard or the LCD display. Follow the steps below for initial software
setup.

Thecus Setup Wizard

The handy Thecus Setup Wizard makes configuring Thecus IP storage a snap. To
configure the Thecus IP storage using the Setup Wizard, perform the following
steps:

1. Insert the installation CD into your CD-ROM drive (the host PC must be
connected to the network).

2. The Setup Wizard should launch automatically. If not, please browse your
CD-ROM drive and double click on Setup.exe.

| Welcomne

Thecus’

IP Storage Appliance

Setup Wizard

NOTE For MAC OS X users, double click on Thecus Setup Wizard .dmg file. ]

3. The Setup Wizard will start and automatically detect all Thecus storage
devices on your network. If none are found, please check your connection
and refer to Chapter 7: Troubleshooting for assistance.

T S
=) T T T
# Device Device Discovery

Discovery Marsion: 204

& Login
System

o Network
Configuration

& Change
Password

& Complete

Start Browser | Rescan | Next | Bt

4. Select the Thecus IP storage that you like to configure.

5. Login with the administrator account and password. The default account
and password are both “admin”.

16



o Metwork Password: ]

Configuration

& Change
Paspmord 4

& Complete

[(Bock | [ Mext | [ Bt |

6. Name your Thecus IP storage and configure the network IP address. If your
switch or router is configured as a DHCP Server, configuring the Thecus IP
storage to automatically obtain an IP address is recommended. You may
also use a static IP address and enter the DNS Server address manually.

& Login
Systern

4 Metwork
Configuration

& Change
Passwond

& Complete

Network Configuration

Host Mame MBDIj
IP Type
) Fieedip @ DHCP
[P Setting
1P address: 1921680002
hetmask: | 255 255,255

Gateway 1Py | 19216801

DS Server, [15216801

Back

[ Bt |

7. Change the default administrator password.

System

b MNebwork
Configuration

4 Change
Fasyward

& Complete

Mew Password: I

Confirm Again:

17



8. Finished! Access the Thecus IP storage Web Administrator Interface by
pressing the Start Browser button. You can also configure another Thecus
IP storage at this point by clicking the Setup Other Device button. Press
Exit to exit the wizard.

=2 Setup Wizard = [
: ; =k
Toesin) P Sto
[€
o Device
oy Complete i
i
T
Syibern
I [ Seup Otfher Device
! & Mebrork.
| Configuraticr W‘m"__‘

& Change
Pacsword

& Complebe

The Thecus Setup Wizard is designed for installation on systems running Windows
XP/2000/vista/7 or Mac OSX or later. Users with other operating systems will
need to install the Thecus Setup Wizard on a host machine with one of these
operating systems before using the unit.

OLED Operation

OLED Operation

The N4800 Series is equipped with an OLED on the front for easy status display and
setup. There are four buttons on the front panel to control the OLED functions.

OLED Controls

Use the Up (A), Down (V), Enter () and Escape (ESC) keys to select various
configuration settings and menu options for N4800 Series configuration.

The following table illustrates the keys on the front control panel:
OLED Controls

Icon Function Description

A Up Button Select the previous configuration settings option.

v Down Button USB copy confirmation display.

A Enter Enter the selected menu option, sub-menu, or parameter setting.
ESC Escape Escape and return to the previous menu.

There are two modes of operation for the OLED: Display Mode and Management
Mode.

Display Mode
During normal operation, the OLED will be in Display Mode.

Display Mode

Item Description
Host Name Current host name of the system.
WAN/LAN1 Current WAN/LAN1 IP setting.
LANZ2 Current LAN2 IP setting.

18



Link Aggregation Current Link Aggregation status
System Fan Current system fan status.

CPU Fan Current CPU fan status
2009/05/22 12:00 Current system time.

RAID Current RAID status.

The Thecus IP storage will rotate these messages every one-two seconds on the
OLED display.

USB Copy

The USB Copy function enables you to copy files stored on USB devices such as USB
disks and digital cameras to the Thecus IP storage by press USB copy button. To
use USB copy, follow the steps below:

N2800:

1. Plug your USB device into an available USB port on the Rear Panel.
2. Press the "USB Copy Button”.

3. The N2800 will start copying USB disks connected to the rear USB port. The
LCD will display the USB copy progress and result.

N4800 Series:
1. Plug your USB device into an available USB port on the Front end.

2. In Display Mode, press the Down Button (V).
3. The OLED will display “USB Copy?”

4. Press Enter (J) and the N4800 Series will start copying USB disks
connected to the front USB port.

5. All of data will be copied into system folder named “USB copy”.

Typical Setup Procedure
From the Web Administration Interface, you can begin to setup your Thecus IP

storage for use on your network. Setting up the Thecus IP storage typically follows
the five steps outlined below.

For more on how to use the Web Administration Interface, see
Chapter 4: Web Administration Interface.

Step 1: Network Setup

From the Web Administration Interface, you can configure the network settings of
the Thecus IP storage for your network. You can access the Network menu from
the menu bar.

For details on how to configure your network settings, refer to

Chapter 4: System Network .

Step 2: RAID Creation

19



Next, administrators can configure their preferred RAID setting and build their
RAID volume. You can access RAID settings from the menu bar of the Web
Administration Interface by navigating to Storage Management > RAID
Management.

For more information on configuring RAID, see
Chapter 4: Storage > RAID Management.

Don’t know which RAID level to use? Find out more about the different RAID levels
from Appendix B: RAID Basics.

Step 3: Create Local Users or Setup Authentication

Once the RAID is ready, you can begin to create local users for Thecus IP storage,
or choose to setup authentication protocols such as Active Directory (AD).

For more on managing users, go to Chapter 4: User and Group Authentication.

For more information on configuring Active Directory, see
Chapter 4: User and Group Authentication > ADS Support.

For information about the benefits of Active Directory, see Appendix D: Active
Directory Basics.

Step 4: Create Folders and Set Up ACLs

Once users are introduced into your network, you can begin to create various
folders on the Thecus IP storage and control user access to each using Folder
Access Control Lists.

More information on managing folders, see
Chapter 4: Storage Management > Share Folder .

To find out about configuring Folder Access Control Lists, see Chapter 4: Storage
Management > Share Folder> Folder Access Control List (ACL).

Step 5: Start Services
Finally, you can start to setup the different services of Thecus IP storage for the

users on your network. You can find out more about each of these services by
clicking below:

SMB/CIFS

Apple File Protocol (AFP)

Network File System (NFS)

File Transfer Protocol (FTP)

iTunes Server

Printer Server
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Chapter 4: System Administration

Overview

The Thecus IP storage provides an easily accessible Web Administration
Interface. With it, you can configure and monitor the Thecus IP storage anywhere
on the network.

Web Administration Interface

Make sure your network is connected to the Internet. To access Thecus IP storage
Web Administration Interface:

1. Type the Thecus IP storage IP address into your browser. (Default IP
address is http://192.168.1.100)

Protect voursource
Secure v.Data

Your computer’s network IP address must be on the same subnet as the Thecus
IP storage. If the Thecus IP storage has default IP address of 192.168.1.100,
your managing PC IP address must be 192.168.1.x, where x is a number
between 1 and 254, but not 100.

2. Login to the system using the administrator user name and password. The
factory defaults are:

User Name: admin
Password: admin

% If you changed your password in the setup wizard, use the new password.

Once you are logged in as an administrator, the disclaimer page will appear as
below. Please click the check box if you do not want to have this page displayed
during the next login.

Disclaimer

THECUS

[C11 agree. Don" t show this message next time.
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Following the disclaimer page, you will see the Web Administration Interface.
From here, you can configure and monitor virtually every aspect of the Thecus IP
storage from anywhere on the network.

My Favorite

The user interface with "My Favorite” shortcut allows the user to designate often
used items and have them display on the main screen area. The figure below

'ﬂlsl.l;l' Thecus®, Creator In Storage

wwiw theciis.com

* I

displays system favorite functions.

Languaga:

& System Information = | 2
'-.1 General q -.__‘
2 status ") 5 t
Li System Log L—I‘!\ \__J'
== Onine Regi \‘ L
3 iTunes Servar Share Folders RAID Management General
o1 Syslog Man
{ ! ] = o | o
%S'_-"Ef:m Management e ] : s W - E
o i [ W =
&° sy=em Netwark | Nt —— P
— T : 10FF =
E § Thoraoe Netifications Scheduled On/Off System Log FTP
wa? Us=r and Group Authentication
= = <07
& Network Service X | ;..i
s <
® Applcation Server X t‘ l ! \/ f?’;
& Backup . | - 3
— I5C5T Disk Information Status
S8 Extemnal Davicas = | *
4 nr L]

Administrators can add or remove
favorite functions to My Favorites by right
clicking the mouse on the menu tree. -

i Remove My favarite

s FLA

s
Generzl

Another way the administrators can add
favorite functions is by clicking the “Add
Favorite” icon in each function screen.
See the figure below with the red circled
icon.

agement

To return to the favorite screen, simply click *"Home" located at the left hand corner
of the main screen.

s (D shutdown 9% Logout

Home > System Information > General

i System Infarmation = |
;.1 General

2 status

Product Information

Manufacturer Thecus

22



Menu Bar

The Menu Bar is where you will find all of the information screens and system
settings of Thecus IP storage. The various settings are placed in the following

groups on the menu bar:

e

i System Infarmation ) |

% System Management 5 |

hi System Metwork

:E: i Storage

s Us2r and Group Authentication

Eﬂ Metwork Service

-_0 Application Server

M Backup

ﬁ Extarmnal Devices

Menu Bar

Item

Description

System Information

Current system status of the Thecus IP storage.

System Management

Various Thecus IP storage system settings and information.

System Network

Information and settings for network connections, as well as
various services of the Thecus IP storage.

Storage

Information and settings for storage devices installed into
the Thecus IP storage.

User and Group Authentication

Allows configuration of users and groups.

Network Service

Application Server

Printer Server and iTunes Server set-up of the Thecus IP
storage.

Module Management

System and user Module installation of the Thecus IP
storage.

Backup

Category of Backup Features setup of the Thecus IP storage.

Moving your cursor over any of these items will display the dropdown menu

selections for each group.

In the following sections, you will find detailed explanations of each function, and
how to configure your Thecus IP storage.
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Message Bar

You can get quick information about your system status by moving your mouse
over these icons.

= & B B
e

Status Description

RAID Information. | Display the status of created RAID volume. Click
to go to RAID information page as short cut.

Disks Information. | Display the status of disks installed in the
system. Click to go to Disk information page as
short cut.

FAN. Display system FAN Status. Click to go to
System Status page as short cut.

Network. Green: Connection to the network is normal.
Red: abnormal connection to the network

Temperature Display system temperature, click to go to
System Status page as shot cut.

] [fle [ E 0

Logout

1

Logout

Click to logout Web Administration Interface.

Language Selection

The Thecus IP storage supports multiple Languages,
including:

e English

e Japanese

e Traditional Chinese

e Simplified Chinese

e French

e German ) §

o Italian h!-) Franc as

e Korean Deutsch

e Spanish J trallano

e Russian zation Kaoresn

e« Polish Spanish

e Portuguese RLssis
On the menu bar, click Language and the selection list l Bifhel
appears. This user interface will switch to the selected Portugal

language for Thecus IP storage. /
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System Information

Information provides viewing on current Product info, System Status, Service
Status and Logs.

The menu bar allows you to see various aspects of the Thecus IP storage. From
here, you can discover the status of the Thecus IP storage, and also other details.

System Information

Once you login, you will first see the basic system Information screen providing
Manufacturer, Product No., Firmware Version, and System Up Time
information.

._ il Systemn Infarmation Product Information

& Geners |
2 status Manufacturer Thecus
'_j System Log Product Mo. 4800 )
- L <ty
Onlne Registration BT Vs 202,004

o | syslog Management

& system Monkor 2 hours 5 minutes

Up Time

System Informatio

Item Description

Manufacturer Displays the name of the system manufacturer.
Product No. Shows the model number of the system.
Firmware version Shows the current firmware version.

Up time Displays the total run time of the system.

System/Service Status

From the System Information menu, choose the Status item, System Status
and Service Status screens appear. These screens provide basic system and
service status information.

Home > System Information > Status

i System Mformation e | System Status Service Status
Seres CPU Actiy 0% AFP St sty
R
L System Log System Fan 1 Spaed 0K HF5 Stztus Stoopad
5 Onling Renistrakio
Oning Regstratior CPU Tamgerature 46 °C SMB/CIFS Status RUANNG
41 Syslag Management
System Temperature 1 53°C FTP Status Stoppad
System Ternperature 2 40 °C TFTP Status Stopped
Up Tma 5 days 17 hours 33 mnutes Reync Status Stoppad
X System Managermant UPRP Status Stopped
[
E System Hafwork SHME Status Stopped

|
|
J
B stonage al
|

ot Uszer and Group Authenbcation

System Status
Item

CPU Activity

System Fan 1 Speed
CPU Temperature

Description

Displays current CPU workload of the Thecus IP storage.
Displays current System fan (left 1) status

Displays current CPU Temperature.

System Temperature 1

Displays current System temperature in position 1

System Temperature 2

Displays current System temperature in position 2
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| Up Time | Shows how long the system has been up and running. |

Service Status

Item Description
AFP Status The status of the Apple Filing Protocol server.
NFS Status The status of the Network File Service Server.
SMB/CIFS Status The status of the SMB/CIFS server.
FTP Status The status of the FTP server.
TFTP Status The status of the TFTP server.
Rsync Status The status of the Rsync server.
UPnP Status The status of the UPnP service.
SNMP The status of the SNMP service.
Logs

From the System Information menu, choose the System Logs item and the
System Logs screen appears. This screen shows a history of system usage and
important events such as disk status, network information, and system booting.
See the following table for a detailed description of each item:

Home > System Information > System Log

1] System Infarmation = | System Log z

| =
LiG'er:.em &M Biinfo | g\ Wamings €3 Errar

£ System Log
= ation

o 15yslog Management
& syszem Monior

_=Downioad Al Lag Files | (@) Truncate All Log Files | Number of lines pes page) 13

Time = Detais Help
2012/02/20 17:08:56 [N12000p] : Syslog service start,

2012/02/20 17:08:20 [N12000p] : Syslog service skop.

2012/02/29 16:25:40 [N12000p] : TFTP service is dsabled. E
2012/02/28 16:25:34 [N12000p] : TFTP service start. (IP: 172.16.66.25 172.16.66.24 , Port: 6% , folderiTune...

‘x System Management . 2012/02/29 16:25:34 [N12000p] : TFTP service is enabled.

2012/02/29 16:25:02 [M12000g] : User admin logged in from 172.16.65.155

2012/02/29 16:20:40  [N12000p] : Syslog service start,

2012/02/29 16:07:33 [N12000p] : Syslog service start.

s User and Group Authentication 20120229 15:49:08. [M12000p] : Syslog service start.

2012/02/29 15:47:32 [N12000p] : The ACL of folder test has been modified.

2012/02/29 15:46:29 [N12000p] : Syslog service start,

bi System Network

‘_:_; Storaga

hil Network Service

# Application Sarver i 2012/02/29 15:40:33 [N12000p] : Syslog service start,
& Backus ¥ 2012/02/20 15:35:58 [N12000p] : User admin logged in from 172.16.64.138
= nos1 Sdtaat | TIPS B I R T
Time « > Logs Information
2000/05/25 13:44:51 Ql Sort Ascending logged in from 172.16.65.107

O-dualll found UPS ig unavailab

5134120 il Sort Descending

36:24 n3200-duatl] found UPS i unavailable.
13124 ||| 0] Columns Pl @] Time dunavailable.

18 3300-dualdl : The sysig [§] Logs Information § unav.

=

0-dualdl ; The svstem n3500-dualll found UPS is unavailable.

v:08 5500-dualll : The svstam n5500-duald] found UPS iz unavailable.
2009/05/25 13:12:28 5500-dualdl : User admin logged in from 172.16.63.107

2009/05/2513:11:03

5300-dual0] : The svstem n3500-duald] found UPS is unavailable.

See the following table for a detailed description of each item:
System Logs

Item Description
All Provides all log information including system messages, warning
messages and error messages.
INFO Records information about system messages.
WARN Shows only warning messages.
ERROR Shows only error messages.
Download All Log File Export all logs to an external file.
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Truncate All Log File

Clear all log files.

The number of lines per
page []

Specify desired number of lines to display per page.

Sort Ascending

Shows logs by date in ascending order.

Sort Descending

Shows logs by date in descending order.

[<< < > >>| Use the forward ( > >>] ) and backward ( |[<< <) buttons to

browse the log pages.

Re-loading logs.

e

On-line Register

From the System Information menu, choose the Online Registration item and
the System Online Registration screen appears. The online registration service
can periodically update the user when new firmware and software modules are

released by Thecus. To enable this service, simply check the “Enable” check box.
By enabling this service, the items in bold will be sent to Thecus via the Internet.
--

i System Information = |

Heme > System Information > Online Registration

Registration
 General Enable
_-3 s The following information will be recorded after registration is enabled:Product model name, current firmware
% System Log version, MAC address of WAN/LANL, mail address of system notification, and language selection.
ot
Onlne Ragistration
o |Sv§ﬂ:| M g This additional information would be appreciated as wel.

& 5ysvem monor [T Internal HOD brand and frmware version

Time Zone

‘x System Managemant

'gi System MNetwork

Other than the defined items sent upon registration, there are also two additional
items: “HDD Info” and “Time Zone”. These two optional items can also be sent to
Thecus anonymously for analysis and statistics purposes. To send these items,
simply check the desired checkboxes to help Thecus improve its products and
services.

Reqistration option

] Enable

The following information will be recorded after [ Enable | checked:

[Pradisct Model Namse], [Cument FW verson], [Mac sddress of WAN] [Mail address of system nolilcation],
Wb Ul Language]-

There are fow more dems we ke to get £ back for statstic and anabss purpose upon to your agreement.
TiEanal HOD Branang and POy varshn

Temae Zane

Apply,

List of most recent update

e 8 | L Fmeane || eedle

Pulbbksh dare = Infommation Dakary

e0Fe-10-23 2

200%:10-14 15:13:38
2002-10-14 1513102
F005-10-14 1

200%-10-14 15:12:24  You have r

Z008-10-14 151212 You have

2005:10-14 1
2005-10-14 15:£1:51
2009.10-14

2005-10-14 1

Z005-10-14 15: 1103
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Syslog Management

Generates system log to be stored locally or remotely, it also can be chose to act as
syslog server for all other devices.

These messages are stored on your NAS in: Nsync > log> messages.
Information can be obtained in two ways: locally and remotely.

Configuration with syslog server:

Syslog Dasmon:
Syslog sennce:
Target:

Syslog folder:
Log Levek

Remote TP Address:

@) Enable ) Disable
1@ server &) dient

@ Loca Remote
NAS_Public |~

w

Configuration with syslog client and target to store locally:

Syslog Daemon:
Syslog service:
Target:

Syslog folder:
Log Levek

Remote TP Address:

Apphy

@ Enable (2 Disable
() server @ dant
@ Local J Remote
MAS_Public |»

[a1 |~

Configuration with syslog client and target to store remotely:

Syslog Dasmaon:
Syslog senvice:
Target:

Cyslog folder:
Log Levek

Remote 1P Addrass:

Apply

@ Enzhle ) Disabla

i) server @ dient

i Local B8 Remote
"

(a1 |

[172.16.65.147

See the following table for a detailed description of each item:

Time
Item

Description

Syslog Daemon

Enable/Disable syslog daemon.

Syslog service

If Server has been selected then associated syslog folder will be
used to store all system logs from other NAS devices which has
assigned this system for syslog server as well as syslog of this
server unit. It can be seen from associated syslog folder with files
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“error”, “Information” and “warning”.

If client has been selected then “Local” or "Remotely” can be
choose.

Target Choose Local, all system logs will be stored in an associated
syslog folder filled in from next filed. And the syslog folder will
have file *"messages” to store all system logs. If Remotely has
been selected, a syslog server is needed and an IP address is
required.

Syslog folder Select from a drop down share list, all of the system logs will be
stored on it. This syslog folder is applied to “syslog server” or
“syslog client” with “local” selected.

Log Level The user can choose from 3 different levels. “All”,
“Warning/Error” or “Error”.

Remote IP Address Input the syslog server IP address if choose to store syslog info
remotely.

System Monitor

The system monitor is capable to monitor system status including CPU/memory
utilization, fan/temperature status, network throughput and on-line user list in
various protocols.

To monitor system status, simply click on “"System Monitor” from the tree menu
and the screen will appear as below.

B System Information = | A save Layeut. S5 Reset Layaist |[7] 54 Tip Time: 0 Doy 3 Howw 38 Mirwas
[Flpetais | T Meritarew [t [ |Detsis | [THonitars
0% 0,05 ME
44 Syshg Managemant .
‘Svsta"n Monitor
0.025 ME
1o%
0% — o ME
1857 1&358 1858
— CPU — Memary = eth() == ethl — eth2
Graphie | |Detads | [TMoritors~ [P araphic | |Detais | [FlMonitors+
x System Managermeant = | 4 Famn {£)
= : )
h System Hatwork | # Tamparature (5]

Flstomge ' |

a? I2er and Group Authenticatan

5. Matwork Senice

'_‘:F-‘m!'a‘.hn SEMver * |

' Backup ¥ |

-':4 Extzrnal Devices 2 |
It is divided into 4 sections. Each section can be modified to monitor specific items
by using the drop down list from the “Monitors” tab, simply click on the items you
would like to monitor. From each section, you can also choose to display the
information graphically by selecting “Graphic” or by plain text mode by selecting
“Details”.

Only 2 sections can be set in graphic mode at
the same time.
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If graphic mode is chosen, 3 minutes of information is displayed on the x-axis. A
resume of the information is displayed by dragging the mouse over the graphic at
a specific time. See example below:

Pe|cranc || Detals | [F]Moritors~ [¥|rzptic [T Datals || [F]nartoes~

0% 0.05 MB

Time: 19:08:13

ethd: 0 MBfs

0 ME

1907 19:08 19:08 19308 1310
— CPU = Memory — eth) = &th] — eth?
|| rantic || Detais | [F]Manitoes « [#|craphe (] Detals | [=]Monitoes+
LR Time: 19:08:53 | 4 100 M8
e HOD_FANL: 5625 RPM ——
— HOT_FANZ: [ RPN e
@°C OKRPM ——— DD FANI: .| 6 RS lllll IIII
=153 pi2 o 0 ME ll ll.ll
— HDD_FAN3Z 4 CYS [TEMP 1926 19:28
— SAL_TEMP — EMPI : i
— HDD_TEMP2| HOD TEMPZ: 26 °C — eth) — #th] — eth2 Il FTF [l Samba

For the on-line users list, system monitor will display the on-line users and the

share folder they have visited.

[#E|Graphic || Detais | [F]Monitors

3 cPU )

Sys .73 %%

= FTP (1)

172.16.64.138 andy _MAS_Picture_
= Samhba (1)

172.16.64.138 root test

System Monitor

Item Description

Save Layout Saving selected monitoring items. Layout will remain the
same for future visits.

Reset Layout Set back to default monitoring settings and layout.

History Click on this check box and system monitor will write the
monitoring history to a designate path in the RAID volume.

Lock Layout All of the monitoring items are fixed and cannot be
changed. Click again to unlock it.

display the history with different period for selection.

If the History has been enabled, click on and system monitor will
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History ®

[F- IEMrH'ﬂhaI Last 30 Da'.-sI l.asT*lﬁers] Reset Hstory
Tia ™ S0 ME s
100% S 2 PO 40 MBI s

30 MES5

- CPU - MEM = Wan/Lan] rx & Wan/Lan! 1= -+ Lan2 = -8 Lan2 =

System Management

The System Management menu gives you a wealth of settings that you can use
to configure your Thecus IP storage system administration and functions. You can
set up system time, system notifications, and even upgrade firmware from this
menu.

Time: Setting system time

From the time menu, choose the Time item and the Time screen appears. Set the
desired Date, Time, and Time Zone. You can also elect to synchronize the system
time on Thecus IP storage with an NTP (Network Time Protocol) Server.

L] Home > System Management > Date and Time
i system Information , System Date and Time Settings
% System Management = Date: | 15232011 =

iy Date and Tme o Time: 02:13 >
oLmCatians § g
& Frmware Upgrade S s deieddind

i

/& Scheduled On/Off

£ Administrator Password
&= Canfig Mgmt Sync with an ) Yes =~
.} Factory Default E:tﬂ':_al AL

@) Feboot & Shutdow e

iy Flm Swstem Check

B System Network

HTP Samace:

E i Storage

See the following table for a detailed description of each item:

Time

Item Description
Date Sets the system date.
Time Sets the system time.
Time Zone Sets the system time zone.
NTP Service Select Enable to synchronize with the NTP server.

Select Disable to close the NTP server synchronization.

Sync with external NTP | Select YES to allow Thecus IP storage to synchronize with an NTP
Server server of your choice. Press Apply to change.
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If an NTP server is selected, please make sure your Thecus IP storage has been
setup to access the NTP server.

Notification configuration

From the menu, choose the Notification item, and the Notification
Configuration screen appears. This screen lets you have Thecus IP storage notify
you in case of any system malfunction. Press Apply to confirm all settings. See
following table for a detailed description of each item.

m Home > System Management > Notifications

b system Information + Hotification Configuration

xSy\s':em Management = Beep Notification @ Enable ~ Disable

= T o A - S
— Email Notification | Enable ‘@ Disable
® Hotifications HRE R = =l
@ Frmare Upgrade Authorization Type: ¥
3 Scheduled on/off

m

'f_.' Administrator Password SMTP Server: !_ el _

-". E:r“_"":‘“ng;;r L8 SMTP Account ID: [

@ Reboot & Shutdown Account Password: |_ E
;'F“‘ Shsteabed z Log Levek -
:b At Sender” s E-mail Address: | '
i storge Recpient”s E-mail Address 1= | -
wa® Uszr and Group Authentication i Rechient” s E-mall Address 2: | |
ﬂa Hetwork Service : Recpient” s E-mail Address 3: [ '

# Applcation Sarver : Recpient’s E-mail Address 41 | |
Eaackua =
&4 Extemnal Devices z | T = I v
Notification
Item Description
Beep Notification Enable or disable the system buzzer that beeps when a problem
OCCuUrs.

Email Notification Enable or disable email notifications of system problems.
Authentication Type Select the SMTP Server account authentication type.
SMTP Server Specifies the hostname/IP address of the SMTP server.
Port Specifies the port to send outgoing notification emails.
SMTP Account ID Set the SMTP Server Email account ID.
Account Password Enter a new password.
Log Level Select the log level to send the e-mail out.
Sender’s E-mail Set senders email address to send email notifications.
Address

Receiver’'s E-mail Add one or more recipient’s email addresses to receive email
Address (1,2,3,4) notifications.

Consult with your mail server administrator for email server
information.

Firmware Upgrade

From the menu, choose the Firmware Upgrade item and the Firmware Upgrade
screen appears.

Home > System Management > Firmware Upgrade

] system Infarmation £ | Firmware Upgrade
% System Managsment | T | |
{2} Date and Time -
¥ potifications i
| & Frmware Upgrade l
= Sthedued onyom 1=
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Follow the steps below to upgrade your firmware:

=

Use the Browse button to find the firmware file.

2. Press Apply.
3. The buzzer will beep and the Busy LED will blink until the upgrade is
complete.

e The buzzer only beeps if it is enabled in the System Notification menu.
e Check Thecus website for the latest firmware release and release notes.

e Downgrading firmware is not permitted.

Do not turns off the system during the firmware upgrade process.
This will lead to a catastrophic result that may render the system inoperable.

Schedule Power On/Off

Using the Thecus IP storage System Management, you can save energy and money
by scheduling the Thecus IP storage to turn itself on and off during certain times of
the day.

From the menu, choose the Schedule Power On/Off item and the Schedule
Power On/Off screen appears.

To designate a schedule for the Thecus IP storage to turn on and off, first enable
the feature by checking the Enable Schedule Power On/Off checkbox.

Then, simply choose an on and off time for each day of the week.

Finally, click Apply to save your changes.

m Home > System Management > Scheduled On/Off

b system Information e Scheduled On/Off

ystem Managemen £
2K system Management 7] Enabile Scheduled On/Off

Action Action Time
. 3 sunday; = &
A o B3 o
& Confi i Monday: Power Off | > Powver On (%
S confi Mg y [Pomeo]
Factory Default L
@ Reboot & Shutdown Tuesday: [Fower Ot | [Fower 0n |- 5
rigy Fila Swstem Cherk = - — —_—
Nedn 5 None |~ None [ 0000 |»
bi System Network Wednesday on | | on | | 00-00 |
ﬁ Storage * Thursday: None |" None | ¥ 00:00 (2
aa? Us2r and Group Authentication = Friday: None (¥ None (¥ 00:00 |
= '
&~ Network Service Saturday: |_'.\'m19 2 |_Xor.eJ" |_E=E-.E|{' it
4 Applcation Server
= T :
;;_‘ External Devices 2 l m 2

Example - Monday: On: 8:00; Off: 16:00
System will turn on at 8:00 AM on Monday, and off at 16:00 on Monday. System
will turn on for the rest of the week.

If you choose an on time, but do not assign an off time, the system will turn on and
remain on until a scheduled off time is reached, or if the unit is shutdown manually.

Example - Monday: On: 8:00
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System will turn on at 8:00 AM on Monday, and will not shut down unless powered
down manually.

You may also choose two on times or two off times on a particular day, and the
system will act accordingly.

Example - Monday: Off: 8:00; Off: 16:00

System will turn off at 8:00 AM on Monday. System will turn off at 16:00 PM on
Monday, if it was on. If the system was already off at 16:00 PM on Monday, system
will stay off.

Administrator Password

From the menu, choose the Administrator Password item and the Change
Administrator Password screen appears. Enter a new password in the New
Password box and confirm your new password in the Confirm Password box.
Press Apply to confirm password changes.

There is also a password to enter the OLED setting that you can setup here. Enter
a new password in the New Password box and confirm your new password in the
Confirm Password box. Press Apply to confirm password changes.

n Home > System Management > Administrato

I System Information . Change Administrator Password

% System Management
{Date and Time - Confrm |
® hotifications Password: -
& Frrmware Upgrade
2 Scheduled On/Off
|.: Administrator Password |
#=! Config Mgmk
See the following table for a detailed description of each item.
Change Administrator and LCD Entry Password

Mew Password: |

m

Apply

Item Description
New Password Type in a new administrator password.
Confirm Password Type the new password again to confirm.
Apply Press this to save your changes.

Config Mgmt

From the menu, choose the Config Mgmt item and the System Configuration
Download/Upload screen appears. From here, you can download or upload
stored system configurations.

D Home > System Management > Config Mgmt I'_'E] Help r-|| y favorite 1‘5,. Shutdown

i System Information > System Configuration Download/Upload

% System Management =
eduled Ony ot " Upload: |::"::'-.': choose a file to upload. !
3 or Password

ACTOTy Oarant

@ Reboot

vy Filo Sucto m Chark =

Shutdown

See the following table for a detailed description of each item.
System Configuration Download/Upload
Item Description

Download Save and export the current system configuration.
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Upload Import a saved configuration file to overwrite the current system
configuration.

Backing up your system configuration is a great way to ensure that you can revert
to a working configuration when you are experimenting with new system settings.

The system configuration you have backed up can only be restored in the same

firmware version. The backup details exclude user/group accounts.

Factory Default

From the menu, choose the Factory Default item and the Reset to Factory
Default screen appears. Press Apply to reset Thecus IP storage to factory default
settings.

ﬁ Heme > System Management > Factory Default

L] system mformation | Reset To Factory Default

x System Management

r Schaduled OnjOT ¥
L+ Administrator Password

onfin oo
T

% Factory Defauk

Reboot & Shutdown

Resetting to factory defaults will not erase the data stored in the hard disks, but
WILL revert all the settings to the factory default values.

Reboot & Shutdown

From the menu, choose Reboot & Shutdown item, and the Shutdown/Reboot
System screen appears. Press Reboot to restart the system or Shutdown to turn
the system off.

ﬁ Home > System Management > Reboot & Shutdown

Sys'em Infarmation | Shutdown/Reboot System

% System Management — |

Scheduled Ony Ot A [T |

’f. Administrator Password
#= Config Mgm

e
) Reboot & Shutdown
s Fia Systarm Chack

L1l

File System Check

The File System Check allows you to perform a check on the integrity of your disks’
file system. Under the menu, click File system Check and the File System Check
prompt appears.
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i system Information - | File System Check
x‘ System Management = | The file systam has been checked successfully. Reboot the systam make the changes effactive,

Encrypted RAID does not support file system checks!
Press [ Apply ] to reboot the system now.

Schaeduled OO e
£ Administrator Password
£ Config Mgm
. Factory Default
(0 Reboot & Shutdown

e Fle System Check

To perform a file system check, click Apply.
Once clicked, the following prompt will appear:

‘ File System Check X
2
-

The setting has been changed; carry on with press “Yes® for confirmation.

|[_wo

Click Yes to reboot the system.

| File System Check | i File System Check
Reboot

| —> ‘Re‘unut

Done.

Once the system has rebooted, you will be returned to the File System Check
prompt. There you will see the available RAID volumes to run the file system check.
Check the desired RAID volumes and click Next to proceed with the file system
check. Click Reboot to reboot without running the check.

Fide System Check

Encrypted RAID does nok suppodt file spstem checke

71| RAID Level Disks Stakus Flesystern S@atus | Datas Capacity Last Check Time
] RAID 12,34 Hormal 22238

Fila System Check
Encrypled RAID does not suppodt fik spstem chacky

|| RAID Leve Disks SHakus Flesystern Status | Data Capacity Last Check Time
[+ RAID 1,234 Normal 27234

Once you click Next, you will see the following screen:

et || Reboot |
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Statue:

Latest 20 linzs Information:

Remlt: ;I

[ Start ][ Reboot ]

Click Start to begin the file system check. Click Reboot to reboot the system.
When the file system check is running, the system will show 20 lines of information
until it is complete. Once complete, the results will be shown at the bottom.

Status: T T ]
Latast 20 linzs Information: [2009/6/8 14:5:33] 4 8 8
[2009/6/8 14:5:33] Pass 5: Checking group summary information
[2008/6 5 5 016
[200 5 5 L 16
[20058/4&, 5216
5 ] 5. Fde
5 S 418
[2008/4 5 5 514
[2008/6/8 - 5 616
[2008/6/8 15 5 716
[2008/6/8 e 58 16
5 5 %14
5 b 4 e
5:33] 5 11 16
2575 512 18
- 5 1318
i5: 5 14 16
152 5 15 18
= 5 16 1&6
:5:33] fdew/wg0/ayalv: 337262144 rCiles (3.0% non-
16763/262144 blocks
Rasult: 4,5 ] System Volume : Exit Code = 0 ; No _ﬁ
RRID [ 1,2,3,4,5 ] Data Volume : Exit Code = 0 , No errors.
-
NOTE The system must be rebooted before Thecus IP storage can function

normally after file system check completes.

Wake-Up On LAN (WOL)

The Thecus IP storage has the ability to be awoken from sleep mode via WAN/LAN1
or LAN2 port.
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n Heme > System Management > Wake-On-LAN

i system Information * | Wake-On-LAN
O System Management | WAN/LANL:  © Enable @ Disable
Scneduled On/OTT H
£ Administrator Password LANZ: ) Enable @ Disable
#= Config Mgmi
' Factory Default Apaly

@ Reboot & Shutdown
g Fle Systom Check =
e < VWake-0On-LAN

SHMP

From the menu, choose the WOL item, and the Wake-up On LAN screen appears.
From here, you can Enable or Disable.

Wake-up On LAN Configuration

Item Description
WAN/LAN1 Enable or Disable WOL service from WAN/LAN1
LAN2 Enable or Disable WOL service from LAN2
Apply Click Apply to save changes.

SNMP Support

From the menu, choose the SNMP item and the SNMP Support screen appears.
You could enable the SNMP function and filled in the related information in each
fields. With the SNMP management software, you can get other system’s basic
information.

D Home > System Management > SHMP (@ Help €

b Systam Information : | SHMP Support
Kﬁ'ﬁem Management § | SHMP Service: ”} Enable 3 Dicable
Scheduled OnfOfT - :
£ . Administratar Password Read Community: (Alowy 09, a~g, AnZ, - )
‘, Lonfig -'\I:Jﬂ:t System Contact:
. ' Factory Defauk
@ Reboot & Shutdown System Location:
g Fle Systemn Check = Trap Target Ip:

B UI Login Functions

From the menu, choose the SNMP item, and the SNMP Support screen appears.
From here, you can Enable or Disable.

Ul Login Function

Adjusts UI Login Configuration settings, you can enable/disable the Web Disk,
Photo Server and modules functions, according to your needs.
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UT Login Functions

Jeb Disk: i@ Enable () Disable
Photo Server: i@ Enable (T Disable
Module: i@ Enable () Disable

System Network

Use the System Network menu to make network configuration settings to an on
board network port or additional NIC as well as DHCP and link aggregation.

Networking

From the System Network menu, choose Networking, and the Networking
Configuration screen appears. This screen displays the network parameters of
the global setting and available network connection. You may change any of these
items and press Apply to confirm your settings. See a description of each item in
the following table:

Home > System Metwork > Nebworking

Host Settings
Host Mame: .Pr-i.&. Domain Name: |r_hecu5. com |
WINS Server 1:  |172.16.66.135 WINS Server 2: | |
DHNS Settings
Mode: @ Manual ) DHCP (Get From WANSLAN1)
DHS 1: 172.16.66.243
DMS 2: 168.95.1.1
DNS 3:
WAH;'LAN] LAMNZ LAaNZ I Additional LANZ Additional LANS ] Additional LANG Addtional LANT
Status: Speed: 1000Mbys
MAC Address: 00:14:F0:15:50:84 Link Status: Connected
Jumbo Frame: Diszbled | ¥
TPvd IPvG
Enahle: [ Enahle: =}
Mada: @ Manual Mode: 9 Manual
(Z) DHCP ) DHCP

P: 172.16.66.25 1p: fociz:l

MNetmask: 255.255.252.0 Prefoc Length: o4

Gateway: 172.16.66.135 Gataway:
Note:

Default Gateway: | WAM/LANL |

The available system network ports are coming from embedded system ports and
additional system ports added through the reserved PCI-e slot with associated
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compatible list. Therefore, the screen shown above is an example of a Thecus
N16000 with 3 on board GbE NIC and an additionally Intel PRO/1000 PT quad port
NIC, for a total of 7 NIC ports.

Network Configuration (Global parameter)

Item

Description

Host name

Host name that identifies the Thecus IP storage on the network.

Domain name

Specifies the domain name of Thecus IP storage.

WINS Server

To set a server name for NetBIOS computer.

DNS Mode

Select the DNS server is coming from DHCP server or manual input.
A total of 3 DNS servers can be input. If the DNS setting is chosen
from DHCP server, then it will refer to WAN/LAN1 port.

DNS Server 1,2,3
Network Co
Link speed

Domain Name Service (DNS) server IP address.

nfiguration (NIC port)
Display associated NIC port link speed.

Link status

Display associated NIC port link status.

MAC address

MAC address of the network interface.

Jumbo Frame Support

Enable or disable Jumbo Frame Support of associate interface on your

Thecus IP storage.

IPv4/IPv6 Click to enable IPv4/IPv6 for TCP/IP. The default is IPv4 enabled.
Mode It can choose a static IP or Dynamic IP.
1P IP address of associate NIC interface.

Netmask/Prefix Length

Input netmask for IPv4 and Prefix length for IPv6.

Gateway

Gateway for associate NIC.

Default gateway

It can be chosen from a drop down list of default gateway that’s been used

for the Thecus IP storage.

DHCP/RADVD

e Only use Jumbo Frame settings when operating in a Gigabit environment where
all other clients have Jumbo Frame Setting enabled.
e Proper DNS setting is vital to networks services, such as SMTP and NTP.

Most faster Ethernet (10/100) Switches/Routers do not support Jumbo Frame and will not be

able to connect to your Thecus NAS after Jumbo Frame is turned on.

From the System Network menu, choose DHCP/RADVD, and the
DHCP/RADVD Configuration screen appears. This screen displays available NIC

status. If each NIC has

been set-up to a static IP, then each NIC can be configured

to act as DHCP/RADVD server.
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Home > System Metwork > DHCPfRADVD

WANSLANL Lamnz LANG Additonal LANS Addtional LANS Additonal LANG Additional LANT

Status:
MNote:
Pva
Enzble: Enablad
Mode: Manual

IP: 172.16.66.25

Netmask:

CDHCP Service:
Start IP:
End IP:
Default Gateway:
DNS 1:
DNS 2:

DNS 3:

Agply

IPVE
Enable: Enabled
Mode: Manual
P: fech::1
Prefix Length:
RADVD Service: [0
Prefa

Prefic Length:

DHCP/RADVD Server Configuration

A DHCP/RADVD server can be configured to assign IP addresses (IPv4) or Prefix
(IPv6) to devices connected to the associated NIC port.

DHCP Configura
Item

on
Description

DHCP/RADVD Service

Enable or disable the DHCP/RADVD service to automatically
assign IP address to PCs connected to associate NIC interface.

Start IP (IPv4)

Specifies the lower IP address of the DHCP range.

End IP in (IPv4)

Specifies the highest IP address of the DHCP range.

Default Gateway (IPv4)

Specifies gateway for the DHCP server service.

DNS Server 1,2,3 (IPv4)

Displayed the DNS server IP address.

Prefix (IPv6)

Specifies prefix

Prefix Length (IPv6)

Specifies prefix length

The IP address of associated NIC should not be in the range of the Start IP
address and End IP address (IPv4).

Linking Aggregation

The Thecus IP storage supports link aggregation from either on board network port
or additional NIC. Simply click on “*+” as shown in the screen shot below.
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Home > System Network > Linking Aggregation v faw Wn I;_j Logout

WAN/LANI LANZ LAM3 Additional LANS Additional LANS Additional LANG Additional LAN7 ‘ s '

Status: Spead: 1000Mb/s
Jumbo Frame:
1Pv4 (Original Setting) 1Pv6(Original Setting)
Enable: Enabled Enable: Enabled
Mode: Manual Mode: Manual
e | Ip:
Hetmask: Prefi Lemgth:
Gateway: ¥, - Gakeway:
Mote:

Default Gateway: \.-'-.-'.-‘.H_.'Lﬁ[ll_é i

Apply

The associated screen shot will appear after the “+” is clicked.

Home > System Network > Linking Aggregation

Avatable Interfaces Selected Interfaces
Hame Speed Hame Speed
WARNSLAN] 1G
LAHZ2 1G

LAKN3 16
Additonal LAN4 16
Addioonal LANS 16
Additional LANG 16
Additional LANT 16

B ®

| J [ concat ]

Select from available network port then move over to selected box.

Avaiable Interfaces Selected Interfaces
Hame Speed Hame Speed
WANSLANI 1G Additional LAM4 16
LANZ 15 Additional LANS 16

LANZ 1G Additional LANGE 16

Additional LANT 16

& @

Lot | concet ]

Click “Link” to confirm the selection. The newly created tab will appear for more
settings required to complete the link aggregation configuration.
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wanpant | Lamz || Lana | addtional Lang | AdditenalLans | AddiionalLans | AddtionalLany | Lame < |
Status: additionzl LANS, Addtional |
Jumbe Frame: :[':uis.éﬁlecl |1r Link Type: oad Baancel hd
IPv4 IPvG Load Baknce
. Fai
Enable: 4] Enable: rRilal
BakEnce-XOR
Mode: Manual Mode: Broadcast
Ip: 172.16.66.87 P B02.3ad
: B -TLB
Netmask: 255,255,252.0 Prafi Length: | Coooe
Baknce-ALE
Gataway: 172,16.66.239 Gateway:
Mote:

Defauk Gateway: |LINKL |»

Apply

Link1l Configuration

Status

Specifies the network ports being used with the associated link aggregation.

Click on to modify the selected network ports.

Jumbo Frame Support

Enable or disable Jumbo Frame Support of the associated interface on your
Thecus IP storage.

Link Type Select from drop down list for desired mode.

IPv4/IPv6 Click to enable IPv4/IPv6 for TCP/IP. The default is IPv4 enabled.
Mode It has to be a static IP with the link aggregation being used.

1P IP address of link aggregation.

Netmask/Prefix Length

Input netmask for IPv4 and Prefix length for IPv6.

Gateway

Gateway for associated link aggregation

Default gateway

It can be chosen from the drop down list of default gateway being used for
the Thecus IP storage.

Now under the networking, a “Link1” tab will appear from the network title bar.

L& System Information ; |

x System Management 2 |

E- Syctem Hetwodk = |

m- Metwarking

W Linking Aggragation

ﬁ Storage

s User 2nd Group Authentication

B Hatwor sarace

= ;
# Application Server

H Backup

Home > System Hebwork > Hetworking

Host Settings

Host Name: [Pma, Domain Name: [ thecus.com
WINS Server 1: WS Server2: |

DHS Settings

Mode: & Manuzl ) DHCP (Get From WAaN/LANT)

WANLANL | LANZ  LANZ | Additonal LAN4 | Additonal LANS || Additional LANG || Addtional LAM

Status: Spaed: 10D0Mb/s
MAC Address: 00:14:FD;15:59:89 Link Status: connected
Jumba Frame: |t:|isablad 2%

IPws IPwis
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To modify or delete LINK1, go to Link Aggregation setting page. Click on @

LINK1
to modify the settings or click on @ to delete this link aggregation. If any

ports are still available, additional link aggregation links can be created by clicking

o

Additional LAN

Other than on-board LAN port, Thecus IP storage supports additional NIC to be
added in its available PCI-e slot. For the details of additional NIC support list please
visit Thecus website.

http://www.thecus.com/sp_comlist.php

Once the additional NIC is installed into Thecus IP storage, the “Additional LANx"
will appear under the “"Networking” category. Click the associated NIC to setup the
details. The screen shot below shows an example of an Intel PRO/1000 PT Quad
port installed thru a PCI-e slot in the Thecus IP storage.

Home > System Network > Linking Aggregation (@ Help Oy favorite (D shutdown 35 Logout

WAN/LANI LAMZ LAM3 Additional LANS Additional LANS Additional LANG Additional LAN7

Status: Srors A
Jumbo Frame:

IPv4 (Original Setting) IPv6{Original Setting)
Enable: Enabled Enable: Enabled
Mode: Manual Mode: Manual
[e: | Ip:

Hetmask: Prefo Lemgth:
Gataway: 3 Gakeway:

Mote:
Default Gateway: [WAH/LANL |»

Spply

Storage Management

The Storage menu displays the status of storage devices installed in the Thecus IP
storage. It includes storage configuration options such as RAID and disk settings,
folder configuration, iSCSI and ISO Mount.

Disks Information

From the Storage menu, choose the Disk Information item and the Disk
Information screen appears. From here, you can see various installed SATA/SAS
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hard disks. A blank line indicates that a hard disk is not currently installed in that

particular disk slot.

NOTE

e The screen shot below is just an example from a Thecus IP Storage. The disk

slots number can range from 8, 12 to 16 slots depending on the model of Thecus

IP storage.

Home > Storage > Disk Information

| EE—

' i System Infarmation

x Systemn Managemant

é System Network

Hctonage

MAS Stacking

=4 150 Image Mounting
Jd share Folders

GliscsI

aa? User and Group Avthentication

B Hetwork Service

i
# Apphcetion Server

E Backup

B oromal Devices

Bz G )

kk Mo.| Capacity (ME) Model

1,907,728 WDC WD2002FYPS-0
BfA HiA
HfA HiA
BfA NfA

Tptal Capacky: 1907720 (MB)

Disk Power Management

DEk Power Management:

Mv

Link Firmw. .,

SATA 3Ghys 4.0

WA A

1A A

& N&
Miute

Status

Gd Detect..

A
A
Hfa

Bad B'oq Scan

b Ohick to start
i
WA
&

Disks Information

Item Description
Disk No. Indicates disk location.
Capacity Shows the SATA hard disk capacity.
Model Displays the SATA hard disk model name.
Link Displays the hard disk interface and link speed
Firmware Shows the SATA hard disk firmware version.
Status Indicates the status of the disk.
Bad Block scan Yes to start scan Bad Block.

S.M.A.R.T. Information

On the Disk Information screen, the status of each disk will be displayed in the
Status column. Clicking on the OK or Warning link will display the S.M.A.R.T
Information window for that particular disk.

You may also perform disk SMART test (doesn’t apply to SAS HDD); simply click
“Test” to start the SMART test. The result is only for reference and the system will
not take any action from its result.
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SHMART INFO ]

Info

Tray Number: 5

Modek WDC WD2002FYP5-0
Bower On Hours: 520 Hours
Temperature Celsius: 35
Reallocated Sector Count: 0

Current Pending Sector: 0

Test

Teskt Type: @ short © long
Test Result: Click to start
Tast Time: -

S.M.A.R.T. Information

Item

Description

Tray Number

Tray the hard disk is installed in.

Model

Model name of the installed hard disk.

Power ON Hours

Count of hours in power-on state. The raw value of this attribute
shows total count of hours (or minutes, or seconds, depending on
manufacturer) in power-on state.

Temperature Celsius

The current temperature of the hard disk in degrees Celsius.

Reallocated Sector
Count

Count of reallocated sectors. When the hard drive finds a
read/write/verification error, it marks this sector as "reallocated"
and transfers data to a special reserved area (spare area).

This process is also known as remapping and "reallocated"
sectors are called remaps. This is why, on a modern hard disks,
you cannot see "bad blocks" while testing the surface - all bad
blocks are hidden in reallocated sectors. However, the more
sectors that are reallocated, the more a decrease (up to 10% or
more) can be noticed in disk read/write speeds.

Current Pending
Sector

Current count of unstable sectors (waiting for remapping). The
raw value of this attribute indicates the total number of sectors
waiting for remapping. Later, when some of these sectors are
read successfully, the value is decreased. If errors still occur
when reading sectors, the hard drive will try to restore the data,
transfer it to the reserved disk area (spare area), and mark this
sector as remapped. If this attribute value remains at zero, it
indicates that the quality of the corresponding surface area is low.

Test Type Set short or long time to test.
Test Result Result of the test.
Test Time Total time of the test.

Bad Block Scan

If the Reallocated Sector Count > 32 or Current Pending Sector of a hard disk
drive > 0, the status of the disk will show “Warning”. This warning is only used
to alert the system administrator that there are bad sectors on the disk, and

they should replace those disks as soon as possible.
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On the Disk Information screen, you may also perform disk bad block scan,
simply click “Click to start” to start the scan. The result is only for reference and the
system will not take any action from its result.

Disk Information

Disk No. Capadty (MB) Mode Link Firmmw...| Status Bad Block Scan

1 1,207,729 WDC WD2002FYPS-0 SATA 3Gh/s 04.0 g5 Detect.. b Click to start
2 A MfA A WA A MiA

3 H/ A MfA A WA MfA A

4 A HfA A N/ A T MjA

Total Capacity: 1007720 (MB)

The testing result will display “Click to start” as default until the system reboots.

RAID Information

From the Storage menu, choose the RAID Management item and the RAID
Management screen appears.

This screen lists the RAID volumes currently residing in the Thecus IP storage.
From this screen, you can get information about the status of your RAID volumes,
as well as the capacities allocated for data.

.._ Home > Storage > RAID Management

I System Information . RAID Management

x System Management = i Create | FREdt | (23Ghbal Hot Spare

bﬂ System Nebwork L. a5, RAID Status Drisks Total Data

= RAID Level Used Capacity | Capacity

== Storage g * RAD 1 Healthy 1 1860.5... 9.5 GB/ 1859.6 GB

PeSStaTh
150 Irrage Mounting
il Share Folders
Gmiscst

ma Uzer and Group Authentication = |

hﬂ Hetwork Senvice * |

j Appication Server
' sackup

=
£3 baernal Devices

RAID Information

Item Description

Master RAID The RAID volume currently designated as the Master RAID
volume.

(D) ID of the current RAID volume.
NOTE: All RAID IDs must be unique.

RAID Level Shows the current RAID configuration.

Status Indicates status of the RAID. Can read either Healthy,
Degraded, or Damaged.

Disks Used Hard disks used to form the current RAID volume.

Total Capacity Total capacity of the current RAID.

Data Capacity Indicates the used capacity and total capacity used by user data.

Create a RAID

On the RAID Information screen, press the Create button to go to the RAID
Volume Creation screen. In addition to RAID disk information and status, this
screen lets you make RAID configuration settings.
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Using Create RAID, you can select stripe size, choose which disks are RAID disks
or the Spare Disk. .

RAID Configurations

Item Description

Disk No. Number assigned to the installed hard disks.

Capacity (MB) Capacity of the installed hard disks.

Model Model number of the installed hard disks.

Status Status of the installed hard disks.

Used If this is checked, current hard disk is aalready part of a RAID
volume.

Spare If this is checked, current hard disk is designated as a spare for a
RAID volume.

Master RAID Check a box to designate this as the Master RAID volume. See the
NOTE below for more information.

Stripe Size This sets the stripe size to maximize performance of sequential
files in a storage volume. Keep the 64K setting unless you require
a special file storage layout in the storage volume. A larger stripe
size is better for large files.

Data Percentage The percentage of the RAID volume that will be used to store
data.

Create Press this button to configure a file system and create the RAID
storage volume.
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To create a RAID volume, follow the steps below:

1. On the RAID Information screen, clicks create.

X
: —
. Disks List
| Disk o, Capacity (MB)  Model Status Used Spare
(T El s 1 1,907,728 WDC WD2003... OK B B
z HfA Wi Wik 0 it
3 HiA NjA A |
% HfA A HiA o =
Descriplion:

The disks let has listed nstalad hard disk with itz status and usage.

TS| a—— | ==

2. On the RAID Configuration screen, set the RAID storage space as JBOD,
RAID 0, RAID 1, RAID 5, RAID 6 or RAID 10 (depends on model)— see
Appendix B: RAID Basics for a detailed description of each.

Capacity (MB]. | Mode! Status Used Spare
1,907,720 WDE WD2003... 0K 7] |
HiA 4 A 8| =
HjA UTES HiA O 3@
His Hia Hik o

Description:
The disks st has isted nstaled hard disk with £5 status and usage.

According to the selected dsi(s), the avaishie rad kevel(s) as the folowng:
180D

3. Specify a RAID ID.

@ Diee  ® SEED CmDl Omps |

2 } RAID Level Selection

kahis AT Eve| Dascriptian:

TR0 Cotrbring multipls dives and Capadiies nbo ons drive,

WA 0: Norraly tsed 6 Nerease perdformance and useful for satups sch as Brge read-ondy HFs
server whera mounting meny. disks & bme-Consumng of inpossibé and redandancy. & e

RATEY 1 Cradte 7o exact copy (or menae) of & 52t of dats on two or mode disks, This & asafid when

prar pafaneanes o ealah By are eren mmandank thee G dnome ey
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4, If this RAID volume is meant to be the Master RAID volume, tick the Master
RAID checkbox.

In a multiple RAID configuration, one RAID volume must be designated as the\
Master RAID volume. The Master RAID volume will store all installed modules. If
the Master RAID is changed to another location (i.e. assigning volume 2 to be
the Master RAID volume after volume 1 had been previously assigned), then all
modules must be reinstalled. In addition, all system folders that were contained
on the Master RAID volume will be invisible. Reassigning this volume to be the

Master RAID will make these folders visible again. j

5. Selected whether the RAID volume will be encrypted or not.
The RAID volume can protect data by using RAID Volume Encryption
function to prevent the risk of data exposure. To activate this function, the
Encryption option needs to be enabled while the RAID is created and
followed by a password input for identification. Also, an external writable
USB disk plugged into any USB port on the system is required to save the
password you have entered while the RAID volume is being created. See the
screenshot below for details.

RALD Wolkanie Creatie

R I RN |
[ Master RAID - Take affect after chacked box
| Erscrypician
Famwaith [anes 1
Corfim Passced: [awee] ]
| huack Raid

Desrrintics

TR | T | SN

Once the Create button has been pressed with the Encryption checkbox
enabled, the following message pop-up will appear for confirmation.

RAID Configuratisn

=

To encrypt RAID volume will cause performance down, and voo need to beve writsble USE disk insery to USB port

to stors encrypted password.

Stronghy recommend to beclup your encrypied password to somewhers alsa sefely, or the password loss will cause

datz urreachebls.

After the RAID volume has been created, you may remove the USB disk until
the next time the system boots. The RAID volume cannot be mounted if the
USB disk with the encryption key isn’t found in any system USB port when the
volume is accessed. To activate the encrypted volume, plug the USB disk
containing the encryption key and into any system USB port.
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We strongly recommended copying the RAID volume encryption key to a safe

place. You can find the encryption key file from the USB disk in the following
format:

(RAID volume created date) xxxxxx.key

Please keep your USB disk in a safe place and also backup the encrypted
key.

There is no way to rescue data back if the key
is lost.

With RAID volume encryption enabled, the system performance will go
down.

RAID volumes with encryption enabled will be displayed with a key lock
symbol next to volume ID name.

RALD Information
i reate | GHEMEhGobal ok Spare

Mastet o RAID Degks Tead Dtz

RAID: Pl Syst Status used Capacity | Capadty
= - Rao & 1 il Haalthy g 4632 G 461 GB

6. Quick RAID — Enabled the quick RAID setting is going to enhance RAID
creation time.

RAID ID:

Master RAID - Take effect after checked box
Encryption

Password: |uu |

asgword: |oooo |

We recommend using the “Quick RAID” setting only if the hard disks are
brand new or if no existing partitions are contained.

7. Specify a stripe size — 64K is the default setting.

8. Selected the file system you would like to have for this RAID volume. The
selection is available from ext3, XFS and ext4.

IRATD Volume Craation

St Szl s |>
s il
Daty Percentage: | EXT3
EXT4
¥FS

De=mptan:

Select strioe-coe (F aopicabhe} and
e systechi type for RAID volimi cieated

T T




Single volume size supported:
ext3 > 8TB

XFS - 48TB

ext4 > 36TB

9. Press Submit to build the RAID storage volume.

Disics List
RAID Level RAID S
 RADD IR RAIDG
Master RAID ¥ee

Enenyation Ha

, 5 ) RAID Volume Creation Quick R ™
Strpe Sze(KE) B1KB
[Fie Syetem XFh

Tata Percantage

10. Press “Yes” for RAID volume creation preparation. Then click “Finish” to
start up with RAID volume building.
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Building a RAID volume may be time consuming, depending on the size of
hard drives and RAID mode. In general, if the RAID volume building process
is up to “"RAID Building”, then the data volume is accessible.

J

~
Creating RAID destroys all data in the current RAID volume. The data will be
unrecoverable.

_J

RAID Level

You can set the storage volume as JBOD, RAID 0, RAID 1, RAID 5, RAID 6, or
RAID 10 (depending on model).

Level
JBOD | RAID 0 | RAID 1 | RAID 5 | RAID 6 | RAID 10
Model
N2800 ° ° °
N4800 Series N N N N N N

RAID configuration is usually required only when you first set up the device. A brief
description of each RAID setting follows:

RAID Levels
Level

Description

JBOD

The storage volume is a single HDD with no RAID support. JBOD
requires a minimum of 1 disk.

RAID 0

Provides data striping but no redundancy. Improves performance
but not data safety. RAID 0 requires a minimum of 2 disks.

RAID 1

Offers disk mirroring. Provides twice the read rate of a single disk,
but same write rate. RAID 1 requires a minimum of 2 disks.

RAID 5

Data striping and stripe error correction information provided.
RAID 5 requires a minimum of 3 disks. RAID 5 can sustain one
failed disk.

RAID 6

Two independent parity computations must be used in order to
provide protection against double disk failure. Two different
algorithms are employed to achieve this purpose. RAID 6 requires
a minimum of 4 disks. RAID 6 can sustain two failed disks.

RAID 10

RAID 10 has high reliability and high performance. RAID 10 is
implemented as a striped array whose segments are RAID 1
arrays. It has the fault tolerance of RAID 1 and the performance
of RAID 0. RAID 10 requires 4 disks. RAID 10 can sustain two

failed disks.

Edit RAID

On the RAID Information screen, press the Edit button to go to the RAID
Information screen.
Using Edit RAID, you can select RAID ID and the Spare Disk.

If the administrator improperly removes a hard disk that should not be
removed when RAID status is degraded, all data will be lost.
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RAID Management

\E' Create ‘\_,'-Ed.it Ji'Global Hot Spare
RAID TR Disks Tatal Data

raip | Level Used Capacity | Capacity
@ " RAIDD 2] Healthy 1 1880.5... 185%.6 GA

..... AT =
RAID Management | Expand

Edit

Disk No. Capacity (MB) Model Status Used Spare

1 1,907,739 WDC WD2003FYYS-0 oK

2 HiA HfA HiA

3 HfA HiA HfA

4 HfA HiA HiA

£ m k

RAID Levet JeOD

RAID 10 RAIDO Alow il @z, A ] |¥] Mastar RAID - Take effect after checked box

Encryption: Tl Password: ( Allow 1~16 characters ) confirm Password:

Strpe Sce(KB): >

Fie System: b

ey

__________ oy

‘ RATD Confignration

All current active services will be stopped when operation is in progress. Are vou sure to update setting now?

RATD Configuration \/l b4

\i(, RAID Infomation update Successfully!

Remove RAID
Click to remove the RAID volume. All user data and iSCSI created in the selected

RAID volume will be deleted.
To remove a RAID volume, follow the steps below:

1. On the RAID List screen, select the RAID volume by clicking on its radio
button, and click RAID Information to open the RAID Configuration

screen.
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2. On the RAID Configuration screen, click Remove RAID.

3. A confirmation screen will appear, you will have to click “Yes” to complete
the "Remove RAID" operation.

RAID Management Expand
Edit
Disk Mo, Capacity (MB) Model Status Used Spare
1 1,907,729 WDC WD2003FYY5-0 oK
2 HiA HiA HiA
3 HiA A A
4 NfA HNjA HiA
4 " m F
RAID Levet JBOD
RAID 1D: PLATDH) Alow OB, 3, Ar ) [#] Mastar RAID - Take effact after checked box
ErEk: Fl mgword: | | { Alow 1~16 charcters ) Confirm Password:
Stripe See{KB): =
Fie System: %
T | P——

Remove RAID destroys all data in the selected RAID volume. The data will

be unrecoverable.
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Expanding a RAID(Dose not apply to the N2800)
To expand a RAID 1, RAID 5, or RAID 6 volume, follow the steps below:

1.

RAID Configuration

Replace one of the hard drives in the RAID volume and allow it to
automatically rebuild.

Once rebuilt, you can continue to replace any remaining disks in the RAID
array.

When you are done replacing hard drives, log on to Web Management.
Navigate to Storage> RAID to open the RAID Configuration screen.

On the RAID Information screen, click Edit to open the RAID
Configuration screen.

On the RAID Configuration screen, click Expand.

Unmnsed: 86.59 GB { 60 %)

Migrating a RAID(Dose not apply to the N2800)

Once a RAID volume has been created, you may want to move it to other physical
drives or change the RAID array all together. To migrate a RAID 1, RAID 5, RAID 6,
RAID50 or RAID 60 volume, follow the steps below:

1.

2.

From the RAID Configuration screen, click Migrate RAID.

A list of possible RAID migration configurations will be listed. Select the
desired migration scheme and click Apply.

The system will begin migrating the RAID volume.
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RAID Confi i B3

RAID Management | Evpand | Migrate RAID
Migrate RAID MODE
Disk No. Capacity (ME) Madel Status Used Available Disk
1 476,940 WOC WDS003ABYX-0 O @ I
2 476,840 WDC WDSD03ABYK-D  OK r
3 953,870 Hitachi HDS72101 oK B
4 953,870 Hitachi HDS72101 oK Nl A
< n ] »
@) RAID 1 -> RAID 5 (Onlne) (21 RAID 6 > RAID 6 (Online)
S [} RAD 1> RAID & (Onine} £ RAID 50 -> RAID 50 (Offline)
() RAID 5 -> RAID 5 (Onlng) (£ RAID 50 > RAID 60 (Offiing)
() RAID 5 > RAID 6 (Onine} {7 RAID 60 -> RAID 60 (Offine)
RAID Configuration [
9 Warning! RATD migration may take several hours to complete depending on the RATD capacity.
\") Are you sure?
| J x|
To avoid disaster data lost cansed by posver failurs, a full data backup is strongly recommanded. Please type in [ Yes ]
below to proceed.
[¥ed |
[ ok ][ cameat |
RAID Configuration Vv (x|
You are in on_line Migration NOW!!
NOTE [ ] Migrating a RAID volume could take several hours to complete

B The RAID migration feature is available only when it is configurable.

Here is a list of limitation with RAID level migration function:

1. During RAID level migration, it is not permitted to reboot or shutdown
system.

2. For RAID migration from R1 to R5 or R1 to R6, all services will restart
and “iSCSI” volume will be in read only mode but read/write of the “user
data” will be possible during the operation.

The migration scheme below is based on Thecus IP
Storage product’s maximum possible combination.
For other model which supports less HDD, please
refer to the web UI while RAID migration operates.




Below is a table listing of possible RAID migration schemes:

To

From RAID 0 RAID 5 RAID 6
RAID [RAID 1] HDDx2 to [RAID 5] HDDx3 |[RAID 1] HDDx2 to [RAID 6] HDDx4
1 [RAID 1] HDDx2 to [RAID 5] HDDx4

[RAID 1] HDDx3 to [RAID 5] HDDx4 |[RAID 1] HDDx3 to [RAID 6] HDDx4
RAID |X [RAID 5] HDDx3 to [RAID 5] HDDx4 |[RAID 5] HDDx3 to [RAID 6] HDDx4
5
NAS Stacking

The Thecus IP storage’s capacity can be expanded even further using the stackable
function. With it, users can expand the capacity of their network storage systems
up to 5 other stack target volumes which are located in different systems. These
can be stacked through single network access like SMB or AFP acting as a share
folder type.

' Stackable

Config to act as Stack Master

B e 1 Target device volume available

Capacity

"-..----f-- Expansion
HUB/Switch -

e 2 Target device volume available

1 Target device volume available

Can connect total B Thecus target device.

\ J

From the main menu, the stackable feature is located under “Storage”. Please refer
the figure below for reference.

.._ Home > Storage > NAS Stacking = (D shutdown 95 Logout
i system Information X Stacking Target List =
x System Management + Local Inittor IQN: ign.2007-08.com.thecus:stackable-server.0014fd153912

= Qadd | it | @ #romar | e
g" System MNebwork > T R e Z

Stacked Targst Name P Capacity (UsedTolal) Status Description ian
=

= Storage

«/ Disk Information
&g RAID Mznagement

NAS Stacking E
S0 Treane Moot

Share Folders

= High-Availabifty

A. Add a Stack Target Volume
From the figure above, click Add to access the stackable target device
configuration page. Please refer to the figure below:

With the added stack target you can “Enable” or “"Disable” the stack target now or
later depending on usage required.
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Add iSCSI Target (Add Stack Target) ¥

Enable iSCSI @ Enable | © Disable
Target:

Stackable Targef
IP:

]

ian: |ign.2011-11 com.thecus:RAID iscsil.vgd.pmdata | ¥

Password: | |

172.16.63.143 |l

Uzername:

Stacked Target | { Limit : { 0~8, 2~z ) )

Hame:

Description: | |
Browseable: @ yes ) no

Public: ) yes @ no

Stackable will mount the first LUN of the iSCSI target if it has more than one LUN.

Next, input the target IP address of the stackable device and click the Discovery
button. The system will list available target volumes from the inputted IP address.

Once the volume IP has been set, you may need to input a valid user name and
password to validate your access rights. If there is no user name and password
needed to access target volume, then leave it blank.

Add isCsI Target (Add Stack Target) *
Enable iSCSI @ Enable (O Disable
Target:
Stackable Target |172.16.63.143 |-
ik
ign: |ign 2011-11 com thecus:R AID iscsi0. ve0.pmdata |
Username: | |
Password: | |
Stacked Target | ‘ { Lirnit : { 0~9, @~z } )
Name:
Description: | ‘
Browseable: i@ yes @ no
Public: () yes @ no
Stackable will mount the first LUN of the iSCSI target if it has more than one LUN.

The Stacked Target name will become the network share name and will be
displayed through network access such as SMB. You may refer to the figure below
to see the result. Please note the naming limitation.
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Add iSCSI Target (Add Stack Target)

Enable i5CSI @ Enable ) Disable

Target:

Stackable Target |172.16.65.143 | —

4

ian: lign 2011-11 com thecus RAID iscsi0.vgD pmiata [ ¥
Usernarmea: |

Password: | _

_a?;fd Target |[_,,m,:,,mguﬂ:_r | { Limit: { 0~8, 3~z )]
Description: | |
Browseable: @ yes i no
Publicz (1 yes @ no
Stackable will mount the first LUN of the ISCSI target it has more than oma LUN.

From the figure above, the Stacked Target name is "pmmeeting”. The figures
below show the result before and after via Microsoft Network Access when settings

have been completed.

T W172.16.66.186

Q= © | Lre pwex|m- No Stack Target

D) | ) wiTais66.18 v Bez

S L B
e

o FiE—EHETE

© RS ~é
% FERR LRAERER ,ﬂj e Bl useory
O BT ARLTRER

iR

& BRI ,ﬂj whhid () viteoTes
. =

& EECAEEE U S
= gET v ;
e et
,ﬂj JGOIEM L mmaime

RivtiE

oy Thecus

g HATENS
(E) Heiiecet
Ty st
Gy EIEEERIME

¥ 1172.16.66.186
#EE SBED WRE IHEEQ ITAD AW

¢ WEE REE RO BEHeEL IRD HAD -4

Ot% O @ P# &= B gstack target with export

EEX
i

FaEs ¥ AT [ wirzi666 186

HETrE Mo o
2 FE—EEsme -

-
share name “pmmeeting”
aj caml

© BREEER g
& FETHSOLEAZEE {,2 e
2 BETSIURATRES

B

oy TR TIEEAENE 4 } usheopy
i FEE DR PP #58 =
= pET .

I x } VideoTest

]
S5 gﬂiﬁﬂ]@ﬁ

RiuyE

wy Theens

W FhATERS
i it
o EREfE
0 EIEER0EE

The Browseable setting is the same method used for setting a system share folder.
It designates whether or not this folder will be visible through web disk. You may
refer to the figure below for reference when Yes and No are selected.
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Add Target {Add Stack Target) F

Enable i5C51 @ Enable ) Disable

Target:

Stackable Target |172.16.65.143 [

IP:

ian: lign 2011-11 com thecus RAID iscsi0.vgD pmiata [ ¥

Usarname: |

Passwiord: |— _

Stacked Target |pmee:':ng | { Limic: { 0~8, 3~z ) )
Hame:

Description: | |
Browseable: @ yes i no

Publicz (1 yes @ no

Stackable will mount the first LUN of the ISCSI target it has more than oma LUN.

The Public setting will be set the same way as the setting for the system share
folder associated with the ACL permission is. If Public is set to Yes, all users will be
able to access it, and ACL button will be grayed out. If Public is set to No, the ACL
button will be available in the Stack Target List window.

Add Target (Add Stack Target) *
Enable i5C51 @ Enable ) Disable
Target:
Stackable Target |172.16.65.143 [
IP:
ian: lign 2011-11 com thecus RAID iscsi0.vgD pmiata [ ¥
Usarname: |
Passwiord: |— _
Stacked Target |pmee:':ng | { Limic: { 0~8, 3~z ) )
Hame:
Description: | |
Browseable: @ yes i no
Publicz () yes @ no
Stackable will mount the first LUN of the ISCSI target it has more than oma LUN.

Click Apply to save your changes.

B. Activate a Stack Target

After your settings have been applied, the system will bring you back to the Stack
Target List window as shown below. There is one stack target device that has
been attached into this stack master.

Stacking Target List
Local Initiator IQN: kn.2007-08.com.thecus:stackable-server.0014fd14fb28
i Add o Edit &) Remove | 48 Format '-f'-'.::"'::' ik
Stacked Target Hame P Capacity (UsedTotal) Stalus Description an
[l stackl 172166624 MNA Unknown file 5 iqn.2011-11._cos
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isesi 1721665157 N/A Unknewn file = ign 2009-05.co

Success *

i ) You have successfully formatted stack folder - [izesi]
-y

With this newly attached stack target device, you will see the information displayed
and also have access to several options to choose from.

In general, if the attached stack target device has been used by another Thecus NAS
as stack target volume, then the Format item will be display and system will
recognize it straight away and display its capacity. Otherwise, the Format item will
be available and the Capacity and Status items will show as “N/A"” and “Unknown
file system” respectively.

Next, click Format to proceed with formatting.

After the format is completed, the stack target volume will be created successfully.
You will see the volume’s capacity and status in the Stack Target List screen.

C. Edit a Stack Target
To make any changes to a stack target, click Edit for the corresponding stack

target, and the system will bring up the following dialogue window:
Edit iSCSI Targel X

Enable i5CSI @ Enable ) Disabla
Target:

Stackable Target |

IF:

qn: b

USernarms: |
Password: |

Stacked Target |p1"_'.1:'|ee:-_1'.5 {Limg: { 0~9, 3~2] )

Description: |

Browseable: @ yes &) no
Publicz @ yes i

Stackable wif mount the first LUN of the ISCSI target if it has more than one LUN.

After your changes have been made, click Apply to confirm any modifications.
Once changes are applied, the associated information will be updated on the Stack
Target List window.

D. Stack Target ACL

If the stack target Public setting set to Yes, then the ACL button will be grayed out.
However, if Public setting is set to No, then the ACL button will be available for
you to setup user access permissions for the stack target.
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The ACL settings will be exactly the same as the system folder that you may have
setup previously.

ACL setting x
[V] Recursive Deny Read Only Writable
| |[ocat Grougs | | g Search
Name Name Name Name
users
andy

Local Grovps | Local Users | AD Groups | AD Usarz

Synchronize ] [ Apply

E. Reconnect a Stack Target
This is used to enable stack target devices that may have been disconnected due to

a power outage or a disconnected network. When this happens, the Reconnect
button will become available. To attempt to reconnect the stack target, click

Reconnect.
Stacking Target List

Local Initiator IQN: kgn.2007-08.com.thacus:stackable-servar. 0014fd 1428
Oy Add | 3Edt | S Remove | : | Reconnect i
Stacked Target Name P Capacily (UsedTelal) Stalus Description in
[Jstackl 172166624 NA Disabie ign. 201 1-11.cos

Export =hare name P Capacity (UsedTotal Status Description iqn

isesi 172.16/85.157 0GB /0.1 GB Dizable ign Z2009-05.col

Success x| |

\i‘) You have successfully reconnect to the stack folder. - [iscsi]
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ISO Mount

The ISO Mount feature is a very useful tool from the Thecus products. With it, users
can mount an ISO file and have the export name display all the details from the
mounted ISO file.

From the main menu, the ISO Mount feature is located under “Storage”. Please
refer the figure below for reference.

Select the ISO Image Mounting function and the ISO Image Mounting window
will appear as shown here.
I._ Home > Storage > IS0 Image Mounting

. System Information + IS0 Image Mounting

x System Management .le_: .,

bﬂ System Netwark =
@

—
=4 Storage [T} Mounted Path ~ IS0 Path 150 Sze

s User and Group Authentication

Hﬂ Hetwork Service

_0 Applcation Server
' Backup

=3 -
=4 Extemnal Devices = 4 1 '

A. Add an ISO file
From the figure above, select an ISO file from the drop down share list.

&2

Mo IS0 image information to display

ISO Mount

nsvnc
1sbhdd
1sheopy 180 Path 180 Size
1aswebsite

iTunes_music

After selection, the system will bring up the Mount table screen for further settings.

|7 1S0 filter & Unmoun
4 () naswebsite [T Mounted Path ~ 180 Path 180 Size
J BT Seed
] Andy Weekly Report
] AMD
) Besttech GT
_JACS Gxxx
_J AMCC
=] Thecus 02.iso
=] Thecus 0l.iso
_J Adobe Acrobat 7.0 Pro

_JATOM
_J Andy Private
K 4 'PageF— oft | b M | & No iso mount information to display
File Selected:
Mount as: Description

Only ISO 9660 file system can be mounted.
Top 50 Folders
Add Top 50 Files
Please type i the full path of the ISO if not listed.
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[7]150 fiter - PHIRE
4 =) naswebsite
)BT Seed
_J Andv Weekly Report
J AMD
] Besttech GT
J ACS 6xxx

] Mounted Path ~ 150 Path 180 Size

e is
| Adobe Acrobat 7.0 Pro
JATOM

_J Andy Private

K < |Page|t |oft | b B | & No iso mouat information to display

File Selected: Inaswebsite/Thecus 01.iso

Mount as Description

Only IS0 9660 file system can be mounted.
Top 50 Folders

s Top 350
Please type in the full path of the ISO if not listed.

To mount the new ISO file, select one file from the list of files and input the desired
mounting name into the "Mount as:” field. Click "ADD" to confirm the completion of
the mounting. If nothing is input in the "Mount as” ISO file export name field, the
system will automatically give an export name to the ISO file. The mounting name
will then be defined by the ISO file name.

Mounted Path 150 Path 1SO Size

IS0 Mount X

you sure to mount the

2

naswebsite Thecus 01 iso

Mounted Path IS0 Path 180 Size

150 Mount X

\i‘) ‘naswebsite/ Thecus 01 iso is mounted!

-

Page[l |ofl | |
Selected: naswebsite/Thecus 01 iso
Mount as

system can be mounted.

After completion, the page will display all mounted ISO files.
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[7 18O filter & Unmount

# ) naswebsite [_ Mounted Path ~ IS0 Path 150 Size
_J BT Seed I
] Andv Weekiy Report :
_JAMD
__| Thecus 01
_1Besttech GT
_JACS fxxx
_JAMCC

=] Thecus 02.iso

_J Adobe Acrobat 7.0 Pro
_JATOM

] Andy Private

‘naswebsite Thecus 01 naswebsite Thecus 01.iso 102.8MB

K 4 PagﬁlT_ ofl | B M | & Displaying iso mount information 1 - 1 of 1
File Selected:
Mount as Description

Only ISO 9660 file system can be mounted

Top 50 Folders

Tap 50 Files

Please type in the full path of the ISO if not sted.

You can click "Unmount” to eliminate a mounted ISO file.

B. Using ISO

The mounted ISO file will be located in the share folder of the same name as the file.
Please refer the screen shot below. Here, the ISO file “Thecus 01” wasn't assigned
a mounting name, so the system automatically created a folder “Thecus 01”.

LET 409) _[5]

BEE REE BEO BHESW THO 290 | &

QEHE-©- 3 F ¢ Ons | = FE-

HEED) [ 172 16.66.40'maswebsite lag=E
BEREHKTE 2 J ACS bxx J Adobe Actobat 7.0 Pro J AMCC

0 RS )
[ e i e eql by /] AMD J Andy Private /] Andy Weekly Report

Hfatr | | ] arou J Besttech GT e

5 N5200-NEWUI (172, 16.66.40)
o FEAOH [0 . Thecus 01 1 Thecus 02

- Theens 01 G| LRSS G| SEERRLEIEE
D A i & 105290 ke @] 105200KE
- HER

G iR bEVER

R ¥

Share Folder

From the Storage menu, choose Share Folders, and the Shared Folder screen
appears. This screen allows you to create and configure folders on the Thecus IP
storage volume.

l_ Home > Storage > Share Folders @ s (D) vn 9 Logout

b system Tnfarmation Y | Shared Folders -
B¢ system Management 2 Qoadd | et | S s [
hi System Network . Folder name » RAD ID File Systam  Public Description
= [iTunes_music RAD nfs ¥e5
E } Storage .
== - [Z3usBCopy RAD xfa yes

o/ Disk Information

[(JUSEHDI ) g 2 ed te
£, RAID Management JUSBHDD RAD xls yes Used for ex

NAS Stacking WHI R&D xfs yes Used for eSa =
150 Image Mountng lic RAD xfz yes

[ _NAS_Module_Source_ RAD xfs yes

lisCSI . ! J

Adding Folders
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On the Folder screen, press the Add button and the Add Folder screen appears.
This screen allows you to add a folder. After entering the information, press Apply
to create new folder.

l_ Home > Storage > Share Folders (@) Help arite utdown & Logout
i System Tnformation Y | Shared Folders -
3¢ system Management . 3:; t| & 5 L3 2

&7 system Network » RAD I Fie System Public  Description

ﬂ & [(iTunes_music RAD xfs ¥Es

=2 Storage (ZIuseCopy RAD xta yes

o/ Disk Information - L . A

:" RAID Management > [JUSBHDD RaD x5 yes Used for exte

NAS Stacking LI eSATAHDD RAD xfs yes Used for eG4 =
4 150 Image Mountng [ZJnAS_Public ] xfs yes
I;i:‘a';: ERHEes =.'_J_IILS_MOf:Jlfjs:ll.rce_ RJ-_D xfs yes
| add folder x
RAID ID: [rap ]~
Folder name: | ‘
Description: |
Browseable: @ Yes @ No
Public: ) Yes @ MNo
Add Folder
Item Description

RAID ID RAID volume where the new folder will reside.

Folder Name Enter the name of the folder.

Description Provide a description the folder.

Browseable Enable or disable users from browsing the folder contents. If Yes
is selected, then the share folder will be browseable.

Public Admit or deny public access to this folder. If Yes is selected, then
users do not need to have access permission to write to this
folder. When accessing a public folder via FTP, the behavior is
similar to anonymous FTP. Anonymous users can
upload/download a file to the folder, but they cannot delete a file
from the folder.

Apply Press Apply to create the folder.

Folder names are limited to 60 characters. Systems running Windows 98 or earlier

NOTE

may not support file names longer than 15 characters.

Modify Folders

On the Folder screen, press the Edit button and the Modify Folder screen
appears. This screen allows you to change folder information. After entering the
information, press Apply to save your changes.
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Modify Folder %

RAID ID: [

Folder name: |11]1 |
Description: | |
Browseable: @ Yas @ No

Public: @ Yes @ No

Modify Folder

Item Description
RAID ID RAID volume where the folder will reside.
Folder Name Enter the name of the folder.
Description Provide a description the folder.
Browseable Enable or disable users from browsing the folder contents. This
setting will only apply while access via SMB/CIFS and web disk.
Public Admit or deny public access to this folder.

Remove Folders

To remove a folder, press the Remove button from the specified folder row. The
system will confirm folder deletion. Press Yes to delete the folder permanently or
No to go back to the folder list.

.._ Home > Storage > Share Folders

b Syctem Information * Sharad Folders
X System Management - & add ‘_,'5 [gl=n
ui‘ System Netwark ¥ Fokler name RAD ID File System | Public Description
= b [(JiMTunes_music RAD ufs yes
:-3 Storage = N
= [LJUsBCopy RAD xfs yes

./ Disk Information

K RAID Management _'l USEHDD RAD xfg yes Used for exte
NAS Stacking b C)eSATAHDD RAD xfs yes Used for eS2 E
% 150 Image Mounting [ZIMAS_Public a0 xfs ves
' i
s Share Folders (£ _NAS_Module_Source_ RAD xfs yes
GmiscsI i
23 _Module_Folder_ RaD xfs yes _Wodute_Fok
Dpmi RAD xfs o
5 [Ipm2 RAD ufs yes
wa? Uszr and Group Authentication | (S0ST testt RaAD xfs na 505l teat] —
.
| Infa *

The setting has been changed: carry on with press “Yes™ for confirmation.

N

All the data stored in the folder will be deleted once the folder is deleted.
The data will not be recoverable.
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NFS Share
To allow NFS access to the share folder, enable the NFS Service, and then set up
hosts with access rights by clicking Add.

Config NFS share
wrs | add

HF53 Mount point: fraid0/data/_NAS NF5_Exports fpm2
NF54 Mount pomt: fpm2

LFEdit | @ Remove
Hosk Hame Priviege Q5 Support ID Mapping Sync f Asymc

s | i
Host Name: OO EER SO KO

All host please set " =", other host “eecsoocomeer, host range ™ x00000¢ 0000000

Priviage: ) Read Only
@ Writabla
05 Support: @ Unix / Linux
©) AIX
ID Mappng: @) Guaest system root account will have full access to this share (rootiroot).

©) Guest system root account will be rrapped to anonymous user (nobody:nogroup) on NAS,

sync | Async: @ Sync
) Agync

APl

Item Description
Hostname Enter the name or IP address of the host
Privilege Host has either read only or writeable access to the folder.
OS Support There are two selections available:

e Unix / Linux System
e AIX (Allow source port > 1024)
Choose the one which best fits your needs.
ID Mapping There are three selections available:
e Guest system root account will have full access to this
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share (root:root).
e Guest system root account will be mapped to anonymous
user (nobody:nogroup) on NAS.
e All user on guest system will be mapped to anonymous
user (nobody:nogroup) on NAS.
Choose the one which best fits your needs.

Sync / Async Choose to determine the data “"Sync” at once or “Async” in
arranged batch.
Apply Click to save your changes.

Folder and sub-folders Access Control List (ACL)

On the Folder screen, press the ACL button, and the ACL setting screen appears.
This screen allows you to configure access to the specific folder and sub-folders for
users and groups. Select a user or a group from the left hand column and then
choose Deny, Read Only, or Writable to configure their access level. Press the
Apply button to confirm your settings.

[ Rucursiva Deny Read Cnly Writsble

ACL setting X

2 This process maybe need sometimes to sync.
-J,J Are you want syne account?

ACL setting X
[V Recursive +env Read Only Writable
[Cocat Groups | v | disearch
Name Name Name Name

users
andy

Local Groups | Local Ussrs | AD Groups | AD Ussrs

Item Description
Deny Denies access to users or groups who are displayed in this
column.
Read Only Provides Read Only access to users or groups who are displayed
in this column.
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Writable Provides Write access to users or groups who are displayed in this
column.

Recursive Enable to inherit the access right for all its sub-folders.

To configure folder access, follow the steps below:

1. On the ACL screen, all network groups and users are listed in the left hand
column. Select a group or user from this list.

2. With the group or user selected, press one of the buttons from the three
access level columns at the top. The group or user then appears in that
column and has that level of access to the folder.

3. Continue selecting groups and users and assigning them access levels using
the column buttons.

4. To remove a group or user from an access level column, press the Remove

button in that column.

5. When you are finished, press Apply to confirm your ACL settings.

NOTE If one user has belonged to more than one group with different privilege,
then the priority of the privilege will be as followed:
Deny > Read Only > Writable

To setup sub-folders ACL, click on ™ "” symbol to extract sub folders list as screen
shot shows below. You may carry on with same steps as share level ACL setting.

Falder

Daw | DE@m @ Remeve | L9ms [ Al acL

Frider name » RaD I File Systam = Publc Deacription

[+ [Chmsvme aaaa axtl ne nayne

» [Justhdd EEET =13 vE ushihdd

[ [Cuskcopy aaaa extd no usboopy

[Faaswebsitz aaaa ext3 fia naswebsita

LELT extd yEE TENES_musit
EEET entd WEE
aadd exi3 fa

NOTE The ACL can only be set for share and sub-folders level, not for files. ]

The ACL screen also allows you to search for a particular user. To do this, follow the
steps below:

1. In the blank, enter the name of the user you would like to find.
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2. From the drop down select the group you would like to search for the user

in.

3. Click Search.

Local Groups | w | i S82arch

Local Users |v)

a
Local Groups

aaaa AD Groups

ahed AD Users

NOTE

iSCSI

The system will list up to 1,000 users from the chosen category. To narrow

your search, enter a search term in the blank provided.

You may specify the space allocated for iSCSI. See the table below to the allowed
iSCSI target number per system:

T —y

& system Information

Model

N2800
N4800 Series

Allowed iSCSI volume

15

Home > Storage > iSCSI

iSCST

x System Management

RAID Management

ii System Network

Master D RAID
RAID Level

E.E_l Storage

- RAID 1]

« Disk Information

£, RaID Managemeant

" NAS Stackng

-4 150 Image Mountng
¥ »'Sﬁare Folders

GliscsI

aa User and Group Authentication

ISCSI Support
i5CSI . Enable

ISCSI Target

ISCSI Target UM ACL

Status

Healthy

@ Disable

Disks Total
Used Capaciy
1,234 2225

Data
Capadity

12.8GB /22239 GB xfs

Fie System

iSCSL
DAdd | f;Modfy
Hame
testl

ﬂi Network Service

LUN

=
# Application Server

@hdd | SaModfy

B Backup

Hame
test101

e
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Status

Disablad
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iSCSI Target

To add iSCSI target volume, click iISCSI with associated RAID volume from its drop
down list and select the desired RAID volume.

iSCSI Target

Item Description
Add Click to allocate space to iSCSI target from associated RAID
volume.
Modify Click this to modify the iSCSI Target.
Advanced There are 3 options (iSCSI CRC/Checksum, Max

Connections, Error Recovery Level) These currently allow
the Admin to Enable/Disable the Thecus IP storage
associated with the iSCSI setting.

Delete Click this to delete the iSCSI Target.

Allocating Space for iSCSI Volume

N Y

b i Systern Infarmation . | FATTR Rt i

Master RALD Disks Totl Data
1 13 4| Status 2 Syst
jg Systam Managemant ! D Loval | St Used i S iy Fle System
mﬂsmm Hetwork +1 = HA i} Healthy 1,24 460.4 1.2 G8 f 453.3 GB axtd
B storage
rDisk Information FoElLra
ECSI @ Enable ) Disable
S NAS Stacking —9eSEFargety
% 150 Imege Mounting
iSCSI Targel | LUNACL
[T SLST
hadd | paModfy | 3 Advanced | & Delete
Marrs Status
8l 1234 Enzaled

s Uts2r and Group Authentication

% Applcation Senver Gl
|

|
&'Hadule rmenagemant 2y

W an

Lum

To allocate space for an iSCSI target on the current RAID volume, follow the steps
below:

1. Under the iSCSI Target List, select iSCSI Target then click Add.
The Create iSCSI Volume screen appears.
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— Create iSCSI Volume

i5CSI Target Volume: ® Enable ©) Disable

Target Name: Limit:(0~3, a~z)
ign_Year: 2010 >

ign_Month: 12

Authentication: ® None ©) CHAP

Limit:(0~, a~z, AnZ)
|Limit:(0~9, a~z, A~Z length between 12~16)

[ Mutual cHAP
LLimit:{0~9, a~z, A~Z)
LLimit:(0~9, a~z, A~Z length between 12~16)
r— Create LUN
RAID ID: RAID
LUN Allocation: (2 Thin-Provision @ Instant Allocation
LUN Mame: Lirmit:{0~9, a~z)
Unused: 363 GB
Allocation: I ! GB
LUN ID: 0 2
iSCSI Block size: (512 Bytes(For oider version) | v
— Description

The iSCSI block size can be set under system advance option, default is 512 Bytes.
Please use [ 4K ] block size while more than 2TB capacity will be configured in Windows XP.
Please use [ 512 Bytes ] block size for application like VMware etc.

Item Description

iSCSI Target Volume | Enable or Disable the iSCSI Target Volume.

Target Name Name of the iSCSI Target. This name will be used by the
Stackable NAS function to identify this export share.

ign_Year Select the current year from the dropdown.

Ign_Month Select the current month from the dropdown.

Authentication You may choose CHAP authentication or choose None.

Username Enter a username.

Password Enter a password.

Password Confirm Reenter the chosen password

Mutual CHAP With this level of security, the target and the initiator
authenticate each other.

Username Enter a username.

Password Enter a password.

Password Confirm Reenter the chosen password

RAID ID ID of current RAID volume.

LUN Allocation Two modes can be choose from:
Thin-provision : iSCSI thin-provisioning shares the
available physical capacity to multiple iSCSI target
volumes. It allows virtual capacity to be assigned to
targets prior to adding physical space when it has run
out.
Instant Allocation: Allocate available physical
capacity to iSCSI target volumes.

LUN Name Name of the LUN.

Unused Unused space on current RAID volume.

Allocation Percentage and amount of space allocated to iSCSI
volume.
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W N

Nouh

8.
9.

10.
11.

12.

13.

LUN ID Specific Logic unit ID number.

iSCSI Block size The iSCSI block size can be set under system advance
option, default is 512 Bytes.

[ 4K ] block size while more than 2TB capacity will be
configured in Windows XP.

[ 512 Bytes ] block size for application like VMware etc.

N
Be sure the iSCSI target volume has been enabled

NOTE or it will not list out while using Initiator to get
associated iSCSI target volumes. )
) N
NOTE The iSCSI target volume creation will associate at
least one LUN together. It can be assigned either
“Thin-Provisioning” or “Instant Allocation”. )

Enable the iSCSI Target Volume by selecting Enable.

Enter a Target Name. This will be used by the Stackable NAS function to
identify this export share.

Choose the current year from the Year dropdown.

Choose the current month from the Month dropdown.

Choose to enable CHAP authentication or choose None.

If you've enabled CHAP authentication, enter a username and a password.
Confirm your chosen password be reentering it in the Password Confirm
box.

Choose Thin-Provision or Instant Allocation

Enter a LUN Name.

Designate the percentage to be allocated from the Allocation drag bar.
When iSCSI target volume has been created, the LUN ID is configurable
from 0 to 254 with a default of the next available number in ascending
numerical order. The LUN ID is unique and cannot be duplicated.

Choose [ 4K ] block size to have iSCSI target volume over 2TB barrier or [ 512
Bytes ] block size in some application needed.

Click OK to create the iSCSI volume.

Modify iSCSI Volume
To modify iSCSI target on the current RAID volume, follow the steps below:

1. Under the iSCSI Target List, click Modify.
The Modify iSCSI Volume screen appears.

._|.\' Systam Information *. |

X System Management

ISCS1 Target

&7 system Netwark

iSCSI Target | LUNACL

Hcrorage . iSCSI
«/ Disk Information e add | amodify  phAdvenced  ighDelete
£ RAID Management Name Status
NAS Stacking tost i
Y 150 Image Mounting
o Shizre Folders
lisCsT
£ High-Availabitty o

@ add | ZaModify  iEvpand | @ Dclete

aa? User and Group Authentication s Name Capacty(GE) LUN Allocation

&i Network Service : test10l 2 Inctant Alocation

p—
# Applcation Server

-—_

E Backup
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2. Modify your settings. Press ok to change.

ISCSI
Modify iSCSI Volume
i5C5] Target Volume: 2 Bnable @ Diable
Target Name: IEEH'. Limits{ DD, gez)
iqn_Year: {2011 [~
ign_Montt: 11 |=
Authentication: @ None [ CHAP
Limit:( 09, 3~z, A~Z)
Limit:{0~9, a~2, A~Z length betweaen 12~16)
[ mutuat cHAP
Limit:{0~0, 3z, AnZ)
\Limit:{0~9, 3~z, A~Z length between 12~16)
qn; an.201 i-lt Lcom.th Ecu.s.HIZDﬂﬂ:iscsi.tEEtt gaid0
Initmtor lnﬁan'rlatmn:

Expand Volume

The iSCSI volume is now able to expand its capacity from unused space (Instant
Allocation mode only). From the volume list, simply select the iSCSI volume you
like to expand and click the Expand button:

iSCSI Target LUMN ACL

ISCSI

& Add -.:}Modif'y -.:}Ad\tanced &) Delete

Mame Status

1234 Disabled
5678 Disabled
LUN

@D add | S3Modify | |3Expand | @ Delets

Name Capacity(GB)
1234 1

You will then see the dialog box displayed below. Drag the Expand Capacity bar to
the size you want. Then press Expand to confirm the operation.
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ISCSI

Expand iSCSI LUN

Name:
Unused:

Expand Capacity: 1%

The iSCSI expand is only capable while iSCSI
target volume is crested by “Instant Allocation”.
iSCSI target created by “Thin Provisioning” has
virtual space assigned during the initial stage, so it
has no expandable capability.

~

J

Delete Volume

To delete volume on the current RAID volume, follow the steps below:

1. Under the Volume Allocation List, click Delete.

The Space Allocation screen appears.

| iscotTarget || LUNACL |

iSCSI
&) Add | EModify | L5 Advanced EDEIEE
Name atus
1234 Disabled
5678 Disabled
LUN
D Add | fFModify |  3Expand | @) Delet=
Namea Capacity(GB)
1234 i
liscst ®

<P ) All data in the volume wil be removed as wel. Are you sure ?
-

[ ve

|

No._ ]

2. Press YES. All data in the volume will be removed.

iSCSI Thin-Provisioning

If iISCSI Thin-Provisioning is selected when creating an iSCSI target volume, virtual
memory is assigned to the target, allowing the physical memory to reach maximum

capacity and adding new disks only when needed.

To setup iSCSI thin-provisioning, simply select “Thin-Provision” mode from the

“Create LUN” setting screen.
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=1 | #

—Create LU
Ry BEx Ealh
LU Alocaton: @ Thin-Provision | D) Irstant Allocation
LUH Mare: ' Limit: (0, @)
Urnzed 16224 GB B
Alocation: 1 GB
LLIM 10 1 b
ReLEeR |12 By tealFos linr vesion I
— Descrip tion
Thie 2051 block e can be st under systern advance option, defadt B 512 Bytes,
Plaasa wse [ 4% ] block size while more than 2TB capacity wil be configured in Windows XP,
Pleae wse [ 512 Bytes | block sie for applcation fke Wiwane etc.
| QE

Next, allocate capacity for the iSCSI thin-provision volume by dragging the
Allocation bar to the desired size.

After the size has been determined, click OK to confirm. Now you will see the iSCSI
thin-provisioning volume is available from the list. Please refer to the screenshot
below.

i5C51 Target LUN ACL

iSCSI
(& Add | f3Modify | . [3Advanced (@) Delete

Mame Status

1234 Disabled
5678 Disabled
LUN

@D Add | LiModify | 3Expand | @ Delet

MName Capacity(GB)
1234 1

If creating an iSCSI target volume under “Instant Allocation”, physical memory is
assign to the target, being limited by the available memory. For the iSCSI target
volume created under “thin-provisioning”, virtual memory is assigned to the
volume, which can go up to 16384GB (16TB).

LUN ACL

After iSCSI target has been created, you are one step away from using the iSCSI
volume. Under "LUN ACL”, you need to add “Initiator ign” and setup ACL access
privileges to determine the accessibility. Please refer the screen shot below for
where “Initiator ign” can be found.
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iECET Indtintor HE

Genesal | Dissovery | Targets | Parsctont Tavzets | Bowed VolunesDevices |

% Thez i35035 protocol uses the following infomnation to uniquels
identify thiz inliator and suthenlicale bargets,

Iriliatar Mode Name: iqr. 1991 05, com. rricioz aft andy-ibm

Ta rename the mitiator node, dick Changs.
To autherticale Laigels uang CHAR, chek Secret to

spaciy AP socet
To configuie IPSec Tunel Mode addesses, click

Tosuat

(®E [ mE ] =He

From the LUN ACL setting screen click “*Add":

ISCST Target

051 Target || LUN ACL |

&3 Add || (ZF Medify | S Delete
Tratiator Tk

Next, input “Initiator ign” and setup iSCSI target volume access privileges from the
available list. Apply by clicking the OK button.

L ACL »
Tritiator 1H: | ign 198105 com maemoscdt andy o]
LU AL
ISC5I Target LLIN Name Readfwrite  Read Oy Dy
ahc abrl ) O O]
def deft o o} ®

The accessible Initiator will be listed as shown in the screen shot displayed below.
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ISCSI Suppost

[=1a=1H (L Enzble W Dizabda Apply

ISCST Target

051 Target || LUN ACL

.__.-, Acdd i) Picchiy ,,é Crdete
Iritiator [0H

Ign. 12591-05. corn.rmicrosoft andy-iom

The listed “Initiator ign” can be modified or deleted by selecting the desired ign and
pressing Modify or Delete.

Advance Option

There are 3 available options for the user to operate Thecus IP storage associated
with iSCSI setting. The details are listed in the following screenshot. If the options
are modified, the system will need to reboot for the changes to take place.

i systern Information * |

ISCSI Target
‘K System Management . |

-5l iSCSE Target | LUMN ACL
&~ System Network

= ” iSCSI
£ Storage
Disk Information @ Add | £ 3Modif te
£ RAID Management Name Status
MAS Stacking testl Disabled
150 Image Mounting
i Share Folders
Gmiscst
= High-fvallabiity
= LUN
@Add | iModfy Expand | @
e User and Group Authentication Hame Capacity(GB) LUN Allocation
.‘i! Network Service tesr101 2

Instant Alocation
# Applcation Server

E Backup

iSCSI CRC/Checksum

To enable this option, the initiator can connect with “Data digest” and “Header
digest”.
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I5CSI %

Advance Options
SCSI CRC/ Checksum: Data Digest
| Header Digest
o]
Max Connactions: g |
Emor Recovery Levek (2 I
ok |

Max Connections
The maximum number of iSCSI connections.

Error Recovery Level
The Error Recovery Level (ERL) is negotiated during a leading iSCSI connection
login in traditional iSCSI (RFC 3720) and iSER (RFC 5046).

ERL=0: Session Recovery

ERL=0 (Session Recovery) is triggered when failures within a command,
within a connection, and/or within TCP occur. This causes all of the previous
connections from the failed session to be restarted on a new session by
sending a iSCSI Login Request with a zero TSIHRestart all iSCSI connections
on any failure.

ERL=1: Digest Failure Recovery

ERL=1, only applies to traditional iSCSI. For iSCSI/SCTP (which has its own
CRC32C) and both types of iSER (so far), handling header and data checksum
recovery can be disabled.

ERL=2: Connection Recovery

ERL=2, allows for both single and multiple communication path sessions
within a iISCSI Nexus (and hence the SCSI Nexus) to actively perform
realligence/retry on iSCSI ITTs from failed iSCSI connections. ERL=2 allows
iSCSI fabrics to take advantage of recovery in all regards of transport level
fabric failures, and in a completely OS independent fashion (i.e. below the host
OS storage stack).

User and Group Authentication

The Thecus IP storage has built-in user database that allows administrators to
manage user access using different group policies. From the User and Group
Authentication menu, you can create, modify, and delete users, and assign them
to groups that you designate.

ADS/NT Support

If you have a Windows Active Directory Server (ADS) or Windows NT server to
handle the domain security in your network, you can simply enable the ADS/NT
support feature; the Thecus IP storage will connect with the ADS/NT server and get
all the information of the domain users and groups automatically. From the
Accounts menu, choose Authentication item and the ADS/NT Support screen
appears. You can change any of these items and press Apply to confirm your
settings.
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o

Lk System Information

Home > Usar and Group Authentication > ADS Support

~ | ADS Support

% System Management

) | Work Group/Domain Name @ | Werkeroup

h.i" System Network

ADS Support @ '-;-' Enable @) Disable

_E:i Storage

ADS Server Name :

aa? Us2r and Group Authentication =

ADS Realm :

|£% aps support |

- - = =
£ Local User Configuratior

L4 -
= |ocal Group Cn'uﬁg.lra:'ln 4]

& Batch Input
W User Quota

Administrator ID

Administrator Password :

A description of each item follows:

ADS/NT Supp

Item

ort
Description

Work Group / Domain
Name

Specifies the SMB/CIFS Work Group / ADS Domain Name (e.g.
MYGROUP).

ADS Support

Select Disable to disable authentication through Windows Active
Directory Server.

ADS Server Name

Specifies the ADS server name (e.g. adservername).

ADS Realm

Specifies the ADS realm (e.g. example.com).

Administrator ID

Enter the administrators ID of Windows Active Directory, which is
required for Thecus IP storage to join domain.

Administrator
Password

Enter the ADS Administrator password.

Apply

To save your settings.

To join an AD domain, you can refer
to the figure here and use the
example below to configure the
Thecus IP storage for associated filed

input:

System Properties

e b3

General NetWka|C|Entiﬁ0€'ti0nIHarcIt-\.lana |Izer Prafiles Advancedl

!3 Windows uzes the following information to identify your computer
X on the network,

Full cormputer name: computer]. domain. lacal
ADS Server Name — 7 s
Damair: domain.local

—

e ‘Work Grnuﬁa’Dnmain Name

Fropertizs |

Mate: The identifization of the complter cannat be changed because:
- The computer iz a domain controller.

l _ ADS Realm [l
[l renanie this computer or joit a domait, cliclk
Froperties.

WS

Cancel Aol
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AD Domain Example

Item Information
Work Group / Domain | domain
Name
ADS Support Enable
ADS Server Name Computerl
ADS Realm Domain.local

Administrator ID

Administrator

Administrator
Password

*hkkk kK kkkkk

The DNS server specified in the WAN/LAN1 configuration page should bh
able to correctly resolve the ADS server name.

The time zone setting between Thecus IP storage and ADS should be
identical.

The system time difference between Thecus IP storage and ADS should
be less than five minutes.

The Administrator Password field is for the password of ADS (Active

Directory Server) not Thecus IP storage.

)

Local User Configuration

From the Accounts menu, choose the User item, and the Local User
Configuration screen appears. This screen allows you to Add, Edit, and Remove

local users.
" [A——

il system Information

x System Manzgement

&7 sysem Hetwork

:ta_ Storage X

aa Uszr and Group Authentication
13 ADS Support
o Local Usar Configuration
¢ :
w Loczl Group Configuration
£% Batch Input
# User Cuata

Bi Network Service

o]
% Applcation Sarver

Local User Configuration

Home > User and Group Authentication > Local User Configuratifh) Help

Local User Configuration
Gy hdd | et | G Remove
User ID
1000

User Nama

andy

Page | Displaying topsca 1« L of 1

Item Description
Add Press the Add button to add a user to the list of local users.
Edit Press the Edit button to modify a local user.
Remove Press the Remove button to delete a selected user from the
system.
Add Users

1. Click on the Add button on Local User Configuration screen, and Local

User Setting screen appears.

2. On the Local User Setting screen, enter a name in the User Name box.
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3. Enter a User ID number or leave blank to use the system default value.

4. Enter a password in the Password box and re-enter the password in the
Confirm box.

5. Select which group the user will belong to. Group Members is a list of
groups this user belongs to. Group List is a list of groups this user does not
belong to. Use the << or >> buttons to have this user join or leave a group.

6. Press the Apply button and the user is created.

'rtncs- Thecus®, Creator In Storage

e Sl
=]
| Userbame: L@ : |
i Systern Informaton User 10 | 1002 | GrouplD Group Nzme
9 systam Management | | password: | | G s

I'!lﬂ System Nebwork Confirm | |
———————| | Password:

Group Members
GrouplD Group Mame
102 users

F Applicaton Server

{3_1‘ Module l";-na;-e“ne:‘il Apply. E e e

NOTE All users are automatically assigned to the ‘users’ group. }

Edit Users

1. Select an existing user from the Local User Configuration screen.
2. Click on the Edit button, and the Local User Setting screen appears.
3. From here, you can enter a new password and re-enter to confirm, or use

the << or >> buttons to have this user join or leave a group. Click the
Apply button to save your changes.
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Local Uzer Satting Croup List

Usar Name: ser Szarch:

et ID: GrovpID Grovp Name
Password: LITTTTITII YT

Confirm P:

Croup Members
GrowplD Group Name

102 users

Remove Users

1. Select an existing user from the Local User Configuration screen.

2. Click on Remove button and the user is deleted from the system.

Home > User and Group Authentication > Local User Configurati@h Help )by fvorte (D0 Shutdown 27 Logour

Local User Configuration

2 dd #Edt | i Remove
User ID Uszer Mame
1000 angy
|| Local user Satting ¥

\2’) Do you want to dekete this user?

i S ]

Pags 1 afl -y Boplayng topecs 1 - 2.0f 3

Local Group Configuration

From the Accounts menu, choose the Group item, and the Local Group
Configuration screen appears. This screen allows you to Add, Edit, and Remove
local groups.
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Home > Usar and Group Authentication > Local Group Configuraf@mieln (- My favorita (e shutdown 59 Logout

Local Group Configuration

tpadd | FEdt | S Remove
Group ID Group Mamea
100 users
Page 1 ofl | | Desplaying topacs 1 - 1 0f 1
Local Group Configuration
Item Description
Add Press the Add button to add a user to the list of local groups.
Edit Press the Edit button to modify a selected group from the system.
Remove Press the Remove button to delete a selected group from the
system.
Add Groups
1. On the Local Group Configuration screen, click on the Add button.
2. The Local Group Setting screen appears.
3. Enter a Group Name.
4. Enter a Group ID number. If left blank, the system will automatically assign

one.

Select users to be in this group from the Users List by adding them to the
Members List using the << button.

6. Click the Apply button to save your changes.

b

| Add ¥

Local Group Setting Uzers List

Group Name: Search:

Group ID: 103 Us=ID Usar Wams

002 User

Members List
UserlD User Name
Apply
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e Home > Application Server = iTunes Server

] System Information ! iTunes Configuration

‘K System Management ¥ iTunes Sarvice: 1 Enahla @ Disable
= sl s, ® |

b System Metwork iMunes Server Name: [

—

== Storage ¥ Password: I

s Liser and Group Authenticaton - Rescan Intenvak bl

&" Netwark Service : MP3 Tag Character Set: v,

* Application Server

,1 iTumes Senver
Medule Instalzkion
& Auto Module Instalstion

Ed

it Groups

1. On the Local Group Configuration screen, select a group name from the
list.

2. Press the Edit button to modify the members in a group.

3. To add a user into a group, select the user from the Users List, and press
the << button to move the user into the Members List.

4. To remove a user from a group, select the user from Members List, and
press the >> button.

5. Click the Apply button to save your changes.

Edit |

|
Local Croup Setting Users List
Groop Name: Search:
Group ID: UserID User Mame
1002 User
Members List
UserID User Nams

Remove Groups

1. On the Local Group Configuration screen, select a group name from the
list.
2. Press Remove to delete the group from the system.
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Home > User and Group Authentication > Local Group Configuraf®mcln Tl My Favorite (1 shutdown 1 Logo

Local Group Configuration

phod | B4t | G Remove
Group 10 Group Nama
101 pm
Local Group Setting = |

% ; Do you want deletea this group?

]
i
i

Page I il Desplasins topscs |

Batch Users and Groups Creation

The Thecus IP storage can also add users and groups in batch mode. This enables
you to conveniently add numerous users and groups automatically by importing a
simple comma-separated plain text (*.txt) file.

From the Accounts menu, click Batch Input and the Batch User and Group
Cration dialogue will appear. To import your list of users and groups, follow these

steps:

1. Click the Browse icon to locate your comma-separated text file.
The information in the text file should follow this format:

[USERNAME], [PASSWORD], [GROUP]

2. Click Open.
3. Click Import to begin the user list import.

| o—

b Syetam Information ’ |

x System Managemeant = |
i?' System Metwork ¥ .

E ; Storage

aa® Us2r and Group Authentication
13 ADS Support
8% Local User Configuration
2 Loczl Group Configuration
‘2 Batch Input
¥ User Quota

Description
Subrmit files containing user names, passwords,
and group names separated by commas without any spaces,

gach fine reprasents one user.
{ex. Studentl,passwordl,student_group)

i..] Network Service
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User Quota

The Thecus IP storage support local or AD users with storage quota limitations in
each RAID volume of the system. To enable this function, simply click “Enable”,
then apply.

User DQianta
fuota Support

User Quiata: _) Enzhl= @ Lizzhle

Next, each user can be setup a global storage quota size for each RAID volume.
Simply click on “"Quota Size"” for each user and input the desired capacity. After the
setup is complete, please click on “"Apply” to activate the user quota size.

[uota setting

Local Users

Local Users
| 2 Search
e Ouota Size (MB)  RAID RAIDL

EEEE] 1000 Ciszbl=a Ciszbl=a
bbb | 2000 | Disable Disable

-‘;L'-'

D5t

Flaaze dick the fisld of Cutos See to dhanage the Ussr Cuota
The masirurn record of ussr kst is 100 You can ssarch neame to shiw users in the it

User and Group Backup

The user and group backup feature allow system users and groups to be backed up
to another location and be restored if needed.

Please note, when restoring previous backup users and groups, the current users
and groups list will be replaced from this restore file’s contents.

User and group settings download/upload

Upload: |?!-:aa-: choose a file to upload |

Uplaad ] ’ Download
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LDAP Support

The LDAP is the other way to authenticate login users who has joined LDAP server,
fill in the LDAP server information and get LDAP authentication started. Please
make sure that the LDAP server has a Samba sam and a POSIX ObjectClass
account.

Home > User and Group Authentication > LDAP Support

i System Information | LDAP Suppart
x System Management | LDAP Support : ) Enable @ Disabla
& Syeem Hatwork ; | LOAP Server IP :
:-'_1 storage | Base Darmain ; (ex:dc=axarmple, de=com)
s User and Group Authenbcaton | Manager :

1§ ADS Support Passward :

r

Description

ta
" Usgr Group Backup

h . Your LDAP server must have both Samba SAM account and POSEE account objectCass.
4% LoAP Support

. LDAP server must contain at least 20,000 user and growp ids.

. Starting or stopping LDAR service requires Samba samvice to restart.

. thack objectChss must be tum on LDAP chant.,

. IF thie LDAP 2arver Containg less that 20,000 user and group ks, it wil be based on local,

B L e

B Natwork Sarvice

# Apphcation Server

H Eackup

= N
B8 Extarnal Devices

A description of each item follows:
LDAP Suppor

Item Description

LDAP Service Enable or Disable LDAP service.

LDAP Server IP Input LDAP server IP address.

Base Domain Input base domain information ex. dc=tuned, dc=com, dc=tw

Manager Input manager’s name.

Password Input manager’s password

Apply Click Apply to save your changes.

Check ObjectClass Click this checkbox to ensure LDAP server has a Samba sam and
a POSIX account or it may not work properly for LDAP client
authentication.

Network Service
Use the Network Service menu to make network service support settings.

Samba / CIFS

This option allows the Admin to Enable/Disable the Thecus IP storage to operate
with Samba / CIFS protocol. After changing the settings, the system will need to
reboot to activate.
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e T

b 5ystem Informetion * Samba /CIFS
KS'mem Management * Samba Senvice: @ Enable ~I Disable
'Ii‘ System Metwork - Samba Recycle Bin: ) Enable @) Disable
'z;:.:istalage = Samba Anonymous Login Authentication: () Enable @ Disabla
AU I SEENEE R Samba Native Mode: @ Yes (listive Mode) ) No (Compatile Mode)

E’J Hetwork Service

By Samba/CIFS
3 AFP

Samba/CIFS Options for Mac 05 X

Balies UNIX Extensions: ) Enzble @ Diszble
FTP
TFTP
Web Disk (HTTP)

F upnp Aply

&2 Bonjour

Samba Service

Used for letting the operating system of UNIX series and SMB/CIFS of Microsoft
Windows operating system (Server Message Block / Common Internet File System)
do the link in network protocol. Enable or Disable SMB/CIFS protocol for Windows,
Apple, UNIX drive mapping.

NOTE e In some environments, due to security concerns, you may wish to
disable SMB/CIFS as a precaution against computer viruses.

Samba Recycle Bin

The Thecus IP storage is supporting recycle bin via SMB/CIFS protocol. Simply
enable it then all the deleted files/folders will reside in the “.recycle” folder with
hidden attribution in each share.

.'I 1y III Ciniig b0
i r"} sy ini i
SR ol
|
&

In general, Windows has for default to make invisible all of hidden folders/files.
Please enable this option to view these folders/files in the “.recycle” folder.

Samba Anonymous Login Authentication

If this option is enabled, no matter if a share folder has been created in a public
access, the user account and password will be needed from the system to access
under SMB/CIFS protocol. On the other hand, no more anonymous login is allowed.

Samba Native mode

The Thecus IP storage is supporting Samba mode options. In the ADS environment
with “Native” mode selected, the Thecus IP storage is capable to become the local
master position.

UNIX Extension

This is enabled by default for Samba usage. If using Mac OSX with smb connection,
the user may have permission issues. When this happen, please setup "UNIX
Extension” to disable to get the issue solved.

AFP (Apple Network Setup)

From the System Network menu, choose the AFP item, and the AFP Support
screen appears. This screen displays the configuration items for the Apple Filing
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Protocol. You can change any of these items and press Apply to confirm your

settings.
. Home > Network Service > AFP
(B System Information - | AFP Support
¢ system Management ) | AFP Service: @ Enable I Disable
=
B System Network MAC CHARSET: |UTE.2 |
g |
B storage ZOME: |'
st User and Group Authentication Time Machine: & Enzhle ) Disable
EFI Network Service = | Time Machine |
- e backup folder: B
B, samba/cles MR DR _NAS_Picture_ =
= AFP - iTunes_music [
TS USBCopy
{FTP
i USBHDD
. eSATAHDD ;
{\Web Disk (HTTP) i ||
D enp NAS_Public b |
2 Bonjour _NAS_Module_Sour
_Module_Folder_
# Applcaton Server ! | pmi
" 1 |}|T|2
B Backup | ISCSI_test] =

_:4 External Devices

= | ] [T ¥

A description of each item follows:

Apple Network Configuration

Item

Description

AFP Server

Enable or disable Apple File Service to use the Thecus IP storage
with MAC OS-based systems.

MAC CHARSET

Specifies the code page from the drop down list.

Zone

Specifies Zone for Applet Talk service.

If your AppleTalk network uses extended networks and is
assigned with multiple zones, assign a zone name to the Thecus
IP storage. If you do not want to assign a network zone, enter an
asterisk (*) to use the default setting.

Time Machine

Click the enable checked box if you would like your MAC system to
use the Thecus IP storage as MAC time machine backup.

Time Machine backup
folder

Select from the drop down list to designate the folder for time
machine backup destination.

NFS Setup

From the System Network menu, choose the NFS item, and the NFS Support
screen appears. The Thecus IP storage can act as an NFS server, enabling users to
download and upload files with their favorite NFS clients. Press Apply to confirm

your settings.
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b system Information = | NFS Support
xSys:em Management Y HF5: ) Enable @ Disable
b_i‘ System Network ¥
:
;1 Storage X
map Us2r and Group Authentication = Description
Eﬂ Metwark Senvica = | The _NAS_NF5_Exports_ is a system folder which cannot be accessad.
Pleasz refer to the folowing examples of how to mount a network device,
8 Samba/CIFs
B aep HFS53: mount =t nfs 192.168.2.254:/rid0/data/_NAS_NFS_Exports JSAMPLE [mnt/sample
PaiFs HF54: mount -t nfsd 192.168.2.254:/SAMPLE  {mnt/sample
FTP
TFTP

A description of each item follows:
NFS Server Setting

Item Description
NFS Enable or Disable NFS support.
Apply Click Apply to save your changes.

FTP

The Thecus IP storage can act as an FTP server, enabling users to download and
upload files with their favorite FTP programs. From the System Network menu,
choose the FTP item, and the FTP screen appears. You can change any of these
items and press Apply to confirm your settings.

i?S}ls‘.em Information = | FTP Support

XS'_-'S‘.Em Management = FTP Sarvice: @ Enable ) Disabla

hi System Network . Secure FTP (Explicit): ©) Enable @ Disable

%3 SOt = Port: (21 |

wa User and Group Authentication Extenal I |— { for TP on AT environment )

Hfuerwn-k Service = Passie Port Range (30000~32000): [30000 | = 3200 |

f;i:l‘“" oS FTP Character Sat: 'ﬂ'
Ba1iFs Alow Anonymous FTP Access: | o Access |
FTD_ Auto Rename: ]
“dvieb Disk (HTTP) Upload Bandwidth: | Unlimitad
‘::‘ UPnp Download Bandwidth: I Unlimied
% Bonjour
r
* Application Server L |
W naclin * |
A description of each item follows:
FTP
Item Description

FTP Enables FTP Service on the Thecus IP storage.

Security FTP Enable or disable Security FTP, be sure the client FTP software
has also security FTP setting enabled.

Port Specifies the port number of an incoming connection on a
non-standard port.

External IP Input the public IP address of the router when the Thecus secure
FTP server has been enabled. This can help to respond to the ftp
client with proper communication information.

Passive Port Range Limited port range for the FTP server to use.

(30000-32000)

FTP ENCODE If your FTP client or operating system does not support Unicode
(e.g. Windows® 95/98/ME or MAC 0S9/8), select the same
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encoding as your OS here in order to properly view the files and
directories on the server. Available options are BIG5, HZ,
GB2312, GB18030, ISO, EUC-JP, SHIFT-JIS and UTF-8.

Allow Anonymous FTP
Access

Upload/Download: Allow anonymous FTP users to upload or
download files to/from public folders.

Download: Allow anonymous FTP users to download files from
public folders.

No access: Block anonymous FTP user access.

Auto Rename

If checked, the system will automatically rename files that are
uploaded with a duplicate file name. The renaming scheme is
[filename] . #, where # represents an integer.

Upload Bandwidth

You may set the maximum bandwidth allocated for file uploads.
Selections include Unlimited, 1 ~ 32 MB/s.

Download Bandwidth

You may set the maximum bandwidth allocated for file
downloads. Selections include Unlimited, 1 ~ 32 MB/s.

To access the share folder on the Thecus IP storage, use the appropriate user login
and password set up on the Users page. Access control to each share folder is set
up on the ACL page (Storage Management > Share Folder > ACL).

TFTP

Thecus IP storage can act as a TFTP server, enabling users to download and upload
files with their favorite TFTP programs. From the System Network menu, choose
the TFTP item, and the TFTP screen appears. You can change any of these items
and press Apply to confirm your settings.

o} reem——

i Systam Tnformation

: | TFIP

‘K System Management a | TFTP: ) Enable 2 Disable
" Syscem Network P [ wan/Lan: {172.16.66.24)
’i—_'_}.Et:'ﬁ@E | LANZ (102.168.2.254

aa User and Group Authentication  * | Port:

Eﬂ Metweork Sarvice

= | Share Folder: v

¥, Samia/CIFS
B arp
PatiFs

FTP

VWeb Disk (HTTP)
P upnp

The folder [] = not found among the kst.
Folder Permissions: || Read

| Wirike "] Overwrite

A description of each item follows:

TFTP
Item Description
TFTP Enables TFTP Service on the Thecus IP storage.
1P Checked WAN/LAN1 or LAN2 to enable port use
Port Specifies the port number of an incoming connection on a

non-standard port.

Share Folder

Select the file stored folder, it cannot be empty.

Folder Permission

Select the folder permission
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WebService

From the Network Service menu, choose the WebService item, and the
WebService Support screen appears. This screen displays the service support
parameters of the system. You can change any of these items and press Apply to
confirm your settings.

Home > Metwork Service > WehSarvice

WebService (HTTP) Support
Sharing: @ Enable ) Drszhle

Port: s\.

Sacure WebService (Secure HTTP) Support

Sharing: @ Enable ) Dissble

Fart: [443

Cartificate Typa: ) User @ System

CartificateFia: \E]
Certificate Key Fla: E]
CA Certficate File: (=)

T
Description

1. If a fie eror oocurs with an uploadad SS5L certificate file, dafault settings wil be used automatically.
2. The 551 certificate fie needs to reload after the master RAID partition has been changad.
3. The setting did not apply for Web Disk v2.x x and after,

A description of each item follows:
Web Service
Item Description

HTTP (WebDisk) Support | Enable or disable WebDisk support. Enter the port number if
this option is enabled. The port number is default 80.

HTTPs (Secure WebDisk) | Enable or disable secure WebDisk support. Enter the port if

Support this option is enabled.

Certificate Type Select “User” if there is available Certification ID ex. Apply
from VeriSign. Or using system default by select “"System”.

Certificate File Upload Certificate File if choose Certificate type “User”.

Certificate Key File Upload Certificate Key File if choose Certificate type “User”.

CA Certificate File Upload CA Certificate File if choose Certificate type “User”.

Restore All SSL Certificate | Click to set back to default certification details.
Files

Apply Click “"Apply” to confirm the changes.
e Disable HTTP support and Enable Secure HTTP support to guarantee
NOTE secure access. }
UPnP

This device supports UPnP Media server, which allows users to play media files with
UPNP client (ex. DMA devices). Enable or disable Universal Plug and Play protocol.
UPNP helps to find the IP address of Thecus IP storage.
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L1 Home > Network Service > UPnP

Uk system Information * | UPnP Support

%syu;;em Management ¥ | IPRP Service: 1 Enable @ Disable
h'-_' System Network : Pascription:

£ storage

st Uzar and Group Authentication

Frletnx'urk Sapdice = | — '!?E?.-

B, camba/CIFS
B arp
B hiFs
iFTP
TFTE
Ivugh Qisk (HTTP)
T Upnp

Bonjour Setting

Bonjour, is Apple Inc.'s trade name for its implementation of Zeroconf, a service
discovery protocol. Bonjour locates devices such as printers, as well as other
computers, and the services that those devices offer on a local network using
multicast Domain Name System service records. This definitive guide walks you
through Bonjour zero-configuration networking with a complete description of the
protocols and technologies used to create Bonjour enabled applications and
devices.

n Heme > Network Service > Bonjour
b system Information , | Bonjour Support
% System Management * Bonjour Service: @ Enable 1 Disable

Eﬂ System Network

-i Storage

1

aa? Uz2r and Group Authentication : |

E’-Jr-lel'wn'k Cervice = |
B, samba/CIFs
B srp
BaiFs
FTP
TFTP
VWeb Disk (HTTP)
P ipnp

3 Banjour
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SSH

The device is now SSH protocol supported. It allows user to use SSH and have
console to manipulate as needed. The SSH default login user name is “root” with
full privilege and password is admin’s password. The default admin password is
“admin” so once the admin password has changed then SSH login need to change
the password too.

A description for each item as following:

Item Description
SSH Service Enable or disable SSH service.
Port The port number is default 22.
SFTP Enable or disable SFTP protocol under SSH service.
Apply Click “"Apply” to confirm the changes.

Hetwork Service > S5H

Kl System Information Y S5H Support
x System Management L. S5H Senvice: @ Enabla ) Disabla
h'? System Network = Port: 27
EE! Storage ~ SFTP: i) Enable @ Disable
wa? User and Group Authenbication 2

hi Natwork Serce . ﬂ]

L E
{ETP Description

TETP = 554 account is ‘roat’, and password i admin password.
o Post nummiber mugt be = 1024 and < 65535, of Port=22

WebSarvice
= » When enter MAS S5H service, does not delete or modFy any file/folder, It maybe cause NAS to generate emor

D UPKP Servce
2 Borjour

2
o 55H

LDONS

[ L A —— =

DDNS

To set up a server on the Internet and enable the users to connect to it easily, a
fixed and easy-to remember host name is often required. However, if the ISP
provides only dynamic IP address, the IP address of the server will change from
time to time and is difficult to recall. You can enable the DDNS service to solve the
problem.

After enabling the DDNS service of the NAS, whenever the NAS restarts or the IP
address is changed, the NAS will notify the DDNS provider immediately to record
the new IP address. When the user tries to connect to the NAS by the host name,
the DDNS will transfer the recorded IP address to the user.

The NAS supports the DDNS providers:

DyDNS.org(Dynamic DNS),DyDNS.org(Custom DNS),DyDNS.org(Static DNS),
www.zoneedit.com,www.no-ip.com.

A description for each item as following:

Item Description
DDNS Service Enable or disable DDNS service.
Register Choose the service provider from the drop down list
User name Input user name with DDNS registry.
Password Input password with DDNS registry.
Domain name Input domain name with DDNS registry.
Apply Click “"Apply” to confirm the changes.
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" [ — Home > Network Service > DDNS

Ll System Information X DDHS Support
x System Managemant ! DDMNS: @ Enable ) Disable
g System Network : | [ -
& System Networ Registan [DynDIS. org (Dynamic DNS) |
—F ——————
£ Storage . Usar Name: farmily [
aa® User and Group Authentication ¥ Password: sene
hﬂ Metwork Service - Domain Name: E.'.l'.'.l.thra:us-_sh.are.-.:-:r_ll'I
tFTP Apgiy
TETP ——
VWehService
P UPnP Service
& Bonjour .
]
g 5SH
" DEMS

1

§% UPnP Prot Managmeant

UPnP Port Management

One of the most convent way to allow users to access required services such as FTP,
SSH, web disk and http etc. from Internet environment is setting UPnP port
management.

To set up this UPnP port forwarding feature, please be sure that the router has
“UPnP Service” Enabled. The following is an example from one of the router
manufacture with UPnP Configuration page.

UPnP Configuration
UPnP Service ! Enable ' Disable
Clear port forwards at startup ) Enable @ Disable

Save Apply Settings Cancel Changes

After the router has enabled “UPnP Service” then you will have information come
from associated router to UPnP port management as shown in the screen shot
below.
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.\_ Home > Network Service > UPnP Prot Managment C ) shutdown  #7] Logout:

': i System Information + | Information
'x System Management z | Friendly Name: UPNP router
@E System Network | Manufacturer URL: http://tomatousb.org/
gg Storage | Model number: 1
aa User and Group Authentication ¥ Pl LIS http://tomatousb.org/
&Q e — = Model description: UPRP router
l‘ Samba/CIFS UDHN: uuid:8daf93d2-e626-42eb-ab56-7d96463beBct
% arp
Pgnirs
a ETp Connection rules
:I_:Thps _ & Refresh (@) Add Rule <3 Vodification rules @ Delstion rides
viebsernvice
@ UbnP Service Port « Protocol Description
ri: Baonjour = None Local Setting
s 1SSH
{ DDNS 11707 uppr
@& UPNP Prot Managment 11707 TP
26423 upp
26423 TCP
45631 TP
6208 upp
6208 TCP

And click “Add Rule” to add more port mapping from Internet to access desired
services or press “Refresh” to get most updated list.

Connection rules

Protocol: v
Description: ce
upp

(L] 7eosue

A description for each item as following:

UPnP Port Management
Item Description
Start port Specific port number starts with.
End port Specific port number ended
Protocol Choose the protocol for port forwarding needed.
Description Specific the port services if applicable.
Apply Click “"Apply” to confirm the changes.
Cancel Click “Cancel” to abort the changes

Some of the routers do not allow the input of
port number below 1024. So it may have
resulted “setting fails”.

Application Server

The Thecus IP storage supports build-in application such as iTunes server. The
Thecus IP storage provides activation of the iTunes Server on the device. You will
be able to play music files on this device with your iTunes client software directly.
The following section shows you how.

99



iTunes® Server

With the built-in iTunes server capability, Thecus IP storage enables digital music
to be shared and played anywhere on the network!

From the Network menu, choose the iTunes item, and the iTunes
Configuration screen appears. You may enable or disable the iTunes Service from
here. Once enabled, enter the proper information for each field and press Apply to
save your changes.

e Home > Application Server = iTunes Server

] System Information ! Tunes Configuration

‘K System Management * iTunes Senvica: () Enable @) Disable
bﬂ System Network z | Tunes Server Name: i

E'E Storage ¥ Password: |

s User and Group Authentication ' Rescan Intenvak o

,'gﬂ Network Service ' MP3 Tag Character Sef: v

] Applcation Sarver = |
[ BiTunes server |
Madule Installation
& Auto Module Tnstalztion

See the following table for a detailed description of each field:

iTunes Configuration

Item Description
iTunes Service Enable or disable the iTunes Service.
iTunes Server Name Name used to identify Thecus IP storage to iTunes clients.
Password Enter a password to control access to your iTunes music.
Rescan Interval Rescan interval in seconds.
MP3 Tag Encode Specify tag encoding for MP3 files stored in Thecus IP storage. All
ID3 tags will be sent out in UTF-8 format.

Once the iTunes service is enabled, Thecus IP storage will make all music located in
the Music folder available for iTunes-equipped computers on the network.

Module Installation

From the login page, other than admin, web disk and Piczza (Photo server) the
module icon is a newly added feature for this FW release. After a module has been
installed, a new option will be available to "Show in Login”.

Module File: | | Install

Module Management

Ena... Type MName Version Description Last Status | Action Show in Login
Yes System Usb eSATA Schedule Bar 2.00.02 USB_eSATA ... i B x il

If this option is enabled then, when login to the system, the module icon will be
available for all valid users to login through.
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Module List]

USB/ eSATA

Usb_eSATA
Schedule Backup

Module

Auto Module Installation

Choose the Auto Module Installation item and the available system Module
screen appears. The default for this module list is located online. So if the Thecus IP
storage is capable to connect to Internet, then it will automatically link to the
Thecus official website and list the available modules. Please refer the screen shot
below.

m Home > Application Server > Auto Module Installation

. System Information ; Module Package: | | Upload. I Rascan
3¢ system Managemant : Module Source List
Ei System Network % Instaled Mame Verson  Description Locaton Document | Action
55! Storage . Mok Instabed NZBGet v2.00.02 NZBGet download Online
Mot Installed Maissmver 200,02 Mail server anline =
aa User and Group Authentication - . . =
= Mot Installed TP_Cam 2.0.1 Simple surveilance Online 2 [~
) T ERTIR S Mok Instalied Uso_eSATA Bac... 1.0.2  Schedule backup uti... Oniine 2 =]
rhi Applcation Server = Mot Instalied Rald_Replication 2.0.2 Duplcation for create... Online E
HiTunes Server Mot Instalied Twonkymediz 1.00.0... Med= server in DLNA  Online %
=
T Madule Instzlztion :
Mot Installed MySOL_S 1.00,02  MyS0L database Online
Al Auto Module Instalation yol L =
Mok Instabed webserver 104 Web Server Qnline & 1=
Mot Instalied Rsync_Backup 1.0.5 Reync backup Onling E‘:i
Mot Installed transmission 2122 Transmission moduie anline =]
Mot Installed Dashboard 2.0.0 Dashhoard madule anline =
P Backup
E Extemnal Devicas v i i '

Another way to have auto module installed is to use the universal CD shipped with
system. It contains a file *“modules.zip” which included all the modules available
when the system was shipped. Please refer the screenshot below.

NOTE The on-line modules list from the Thecus website will be newer
then than “thecus.zip” from the shipped CD. The installations
performed from the Thecus website could have unpredictable
duration due to bandwidth concern.
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| I " |

[ system Infarmation

ﬁ Natwork Service

Home > Application Server > Auto Module Installation

| ook Package: madaks Tip @ I Upload | | Fascan |
x System Management | —Module Source List
hi System Network ¥ | [rstalad Hame Wersion | Description Lcation Cocument  Action

ralled 1P_Cam 20, PG ik [
Hconge . | Mot Tretalled 1P_Cam 2.0.1 P Cam Dk B =
Mot [rstalled Tworkymeda 1.0.0 Tworkymada Disk E x

e Uzer and Group Authenbication |

| Mot Irstalled webssrver 1.0.4 tebsarver Disk: 1) "

E: | Apphcatian Server

RliTunes Sarvi
¥ Medule Instalbtion
& suto Madule Instakation

Auto Module Source List

Item Description
Installed Status of module
Name Module name
Version The version of the released module
Description The description of the module
Location The module is either located on-line or disk
Document The available documentation of the module
Action To install or delete module.
p.s. If the module list from on-line, then no delete option will
be available
Rescan Click to rescan from both on-line and disk
Mocule Package: madules zip |
Module Source List
Trestaled MName Version | Descripbion Location Docurment | Action
Mok Irstalled 1P_Carn 2.0.1 IP Camn Cisk B =
Mot Irstalled Twonkymadiz 1.00 Twonkymedia Disk
Mot Irstalled wabsarver 1.04 Wabsarver sk

;]:* Tl Modle on Dk |

After clicking on “Action” to install a module, the module will become available
under the list of Module Installation. Please go to Module installation and click
“Enable” to activate the module.

Backup

There are a number of ways to back up data with the Thecus IP storage.

Rsync Target Server

E Backup =

§ 0omM Backup

® * Rsync Targek Server
-l Backup/Restore

w* Data Burn

{ 4 Data Guard
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When it comes to backing up your data, it's very important to have flexibility. Data
guard provides you with many options, including full backup for all shares, custom
backup for selected shares and iSCSI volume backup. Being based on the Linux
operating system, it is also much more stable and experiences much less frequent
data loss during transfer than other remote backup systems.

-For this tutorial you will need to use Rsync Target Server (Step 1) and Data Guard
(Step 2+3) under Backup for this client/server backup feature. It also can be
named for function “Remote Replication”.

Step 1 - Enabling Rsync on your target (backup) NAS
-Log in to your target (backup) NAS through the UI in your web browser
-Go to Rsync Target Server under Backup in the menu of the Ul

Home > Backup > Rsync Target Server

Rsync Target Settings
Rsync Targek Senver @ Enabla ) Disable
Usamame: | andy
Password: I ssus
Encryption Support: @ Enabla ) Disabla
Allowed I 1: [172.16.63.143
Allowed TP 2: |

Allowed 1p 3: |
Publc Key(Otional): F

=)
(=

Private Key(Otional):

[otppty. ] [ Restore Detintt Koy | | Dioweinad Koy |

1. Enable Rsync Target Server

2. Add a username and password (they can be different than your NAS's
username and password)

3. Select Apply

NOTE e You will need this user name and password while the data is going to
remotely backup to this Rsync target server.

e The Rsync target server is only allowed 3 Rsync hosts to connect and
backup from.

Now Rsync is turned on your NAS, which means it can be used as a target for Rsync
backup, in other words, only the backup NAS needs to be activated in this way.

Data Guard

Step 2 - Setting up your backup task and schedule on your source NAS
-Log in to your other NAS (your source NAS) through the UI in your web browser
-Go to Data Guard under Backup in the menu of the UI

-From the Data Guard function list, choose Add
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G add SEdt dRemove  Stert  Stop @ Restore Log . Restore NAS Configuration
Task Name Source Path Source Folder  Target Path Last Run Time @ Backup Type Status

2 Category: remoie (3)

Remote Data backup

Item Description
Add Add new task.
Edit Edit select task.
Remove Remove select task
Start If associated task has been setup in schedule and like to
start at once, click on to start task right away.
Stop Stop the associated running task. The other scenario is if a

task has been setup in real-time then clicking “Stop” can
terminate the running process. Simple click ‘Start” to
re-start the real-time operation.

Restore Restore the associated task

Log Click to view the associated task in process details.
Restore NAS Configuration | Click to restore system configuration from selected
destination to source unit. More details will describe in
sections.

The data backup setup wizard appears as below, click on ‘Remote Backup”:

Data Backup Wizard

T

¢ 5

Remote Backup

Backup to an remote Theous MAS

Then 3 different selections appear and can be chosen from:
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Full Backup

Aurtomatically sync all data (NOT induding ISCSI folders) in RAID to
remate targat, folders not found on remote wil be created to Master
RAID.Folders already exist on remote wil be replaced.

Custom Backup
Manualy select folders (MOT induding I5C51 folders) to badku,

. iiscsr Backup
: Badwp i5C5] folders to remote target. (SCSI target will be

e #top during backup task running. )

Remote Data backup
Item Description
Full Backup The “Full backup” will have all shares from source backup to

destination. It could also create shares automatically from
destination if it is not existent. This only applies if the target
server is the same model as the source.

Custom Backup The “Custom backup” allows user to choose desired shares
backup to destination.
iSCSI Backup The “iSCSI backup” can backup iSCSI volume as single file

to destination.

Full Backup

Click on full backup and the setup screen appear as below. Fill in the remote target
IP (Destination) and port (need to be changed only if this port is already in use).
If encryption is required then enable it. Please make sure the associated target

server also has encryption enabled.
Carry on with inputting valid remote target server account hame and password.
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Remote Target: |172.16.86.111 | pat: |&73

Encrypt with S5H: @ Off ) On
Account: andy
Password: sens |

[ eomsms [ cancu |

After the settings are complete, please click on “"Connection Test”. The source unit
will try to connect with the associated target system. If a connection can be built up
successfully then “Connection passed” will be prompted, otherwise “Failed” will
appear.

Remote Target: 1721666111 | Por:  |873
Encrypt with S5H: @ Off ™ On

Account: | andy |

Password: |un |

Connection test passed! Click Mext to continute.

Click “Next” and more setting will appear.
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Data Mup Wizard

Task Hame: fullbackup0l £
Backup Type: () Realtime @ Schadule

Sync Type: @ Sync ) Incremental

Compress: @ Off ) On

Backup MAS Configs: @ Off ) On

Resume Partial Files: @ Off @) On L
Handle Sparse Files: @ Off ) On

Keep ACL Settings: @ Off & On

Log Location: V

Speed Limit: 0 MB/Sec( set 0 to unlimit)

Timeout Limit: 500 Sec

[¥] Enable Schedule

Time: 00 |w | : |00 |»

S chedile: (© Monthly O Weekly @ Daily -

[ Previons ][ Finin ][ conct

-Fill out all the necessary details and choose your parameters

Add Rsync Backup Task

Item Description
Task Name This is how this task will appear in the task list.
Backup Type Real time:

It will backup folders/files from source to target on the
fly. On the other hand, any changes from the source will
back up to the target right away.

Schedule:

The task will start only according to the schedule.
Sync Type Sync mode:

Makes your source match your target completely;
deleting and adding files on your target as they are
deleted and added on your source.

Incremental Mode :

Makes your source match your target and keep all old
files; adding files on your target as they are added on your
source, but NOT deleting files on your target as they are
deleted on your source.

Compress With this option, compress the file data as it is sent to the
destination machine, which reduces the amount of data
being transmitted - something that is useful over a slow
connection.

Backup NAS Config Enabling this will back up the source unit system
configurations to the designed path on the target system.

Resume Partial File

Handle Sparse File Try to handle sparse file efficiently so they take up less
space on the destination.
Keep ACL Setting It will backup not just data itself but also ACL
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configuration with associated folders/files.

Log Location Choose the folder to save the log details while the task is
executed.

Speed Limit Input the bandwidth control for data backup operation.

Timeout Limit Setup the timeout when trying to build up a connection in
between the source and the target system.

Enable Schedule If backup is set as “Schedule”, please input the related
period and time.

After the required fields are filled and the parameters are setup, click ‘Finish” to
complete. The data guard task will appear in the list as shown below.

Home > Backup > Data Guard

Eaadd iEdt @Remave Start Stop g, Restore Log A Restors NAS Configuration
Task Name Source Path Source Folder Target Path Last Run Time | Backup Type Satus

= Category: ressoie (1)

fulbadewupdl f s 172.16.66.11... 2012/06/28 ... Realtme Processng

From the task list, you can now see the newly added task “fullback01”. The backup
is setup as “real time”. From the status field, “Processing” can be read as the
back-up is performed on the fly.

Custom Backup

The custom backup setting is similar to the full backup. The only differences are

explained below:

1. Inputs the share folder name of target sever where the source is going to
backup. The sub-folder can be left as blank.

Data Badkup Wizard

Remots Target: |172.16.86.111 | Port: |&73
Encrypt with 55H: 1@ Off i On
Account: [andy |
Password: sane ]
Target Foldar: [ |-:|.=.5_.='ubl4 .'| |]
Connectios Test
[ povioma | | Caneat

2. Select the source share folder(s) which are desired to be backed up to the target
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server. You can also

| Data Backup Wizard

click on “Select All” from top right corner check box.

Iotice: Chok highlight row to enter the folder
Salect Foldess to Backnp
Retum to Parent Folder
Il nas_Public
¥ useCogy
[ _mas_mModule_source_
O _mMAs Picture_

[ iTunes_rrdsic

st
O kest2

3. Click "Next” and more setting appears. These are the as the settings for

backup”

[ oo | dew J[ caneu |

“Full

Data Backup Wizard

Task Hame: W i
Hackup Type: ) Realtime @ scheduls

Sync Typa: o) Symc & Incremental

Carrpress: @ 0ff O on

Backup NAS Configs: &) O 1 on

Hasume Partel Fles: @ OF ) On 2
Handle Sparse Fles: &1 OF 21 On

Weep ACL Sattings: @ Off £ 0n

Log Logation: [1eas_pubic

Speed Limit: l‘ﬁ__i'dﬂ{;ec{ set 0 £o unlmet)

Timegut Limit: ré:u-u et

[ Enabhe Schedule

Time: h el : [00 [«
Schadula: iZ) Monthy () Waekly @ Daly {r
[ pesnion. || it [ asat |

4. Click “Finish” and the data guard task will appear in the list as shown below.

Eadd SEdt @Remove Stk Stop 4 Restore  Log 7. Restore MAS Configuration
Task Hame Source Path Source Folder  Tarpet Path Last Run Time  Badkup Type Status

I Cadegary: remote (2]

fulbackupdl f = 172.16.66.11... 2012/06/28 ... Realtime Processng
customback]l  frad(/data USBCopy, sna... 172.16.66.11... Schadule
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From the task list, you can now see the newly added “customback01”. This backup
is setup as “schedule”.

iSCSI Backup

If the source unit contains iISCSI volume, it can be backed up to the target unit as
a single file. The procedure is the same as for the previous “Full backup” and
“Custom backup”, select “iSCSI backup” from data guard wizard.

Data Backup Wieard

| [Full Backup

|
| fo o Boalty sync o data [ROT inchuding ISCST foiders) in RAID o
_ Emote target;, folders ot found on remote el be created b e
D Folders akeady most on remate wil be repliced.

| e II Custom Backup
|

- salart folders (NOT induding S5 Folders) b bacop.

ﬁ % iSCST Backup
[ {50ST folcers by rmest: Earget FECT] targel vl be
. o o during badep bask running.

(g | [ cimeu ]

1. Inputs the share folder name of the target sever where the source is going to
backup. The sub-folder can be left as blank.

Data Backup Wizard

. femoteTagen  [1721666111 | Pom |73 |
T Encrypt with SSH: @ OF © on

Account: [andy |

Password: sene

Target Folder: |rl.ﬂ.5_FubIc| ! | |

2. Select the iSCSI target volume which you wish to back up to the target server.
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Wotice: Chck highlght row to enter the folder
Jalect Folders to Backop

i& ) 1SC5]_pratest?

| 9 T ket

([ | I

Cancat |

3. Click "Next” and more settings will appear. It is slightly differing from “Full
backup” and “Custom backup”. Only “Schedule” backup is supported with less

options.

Task Name: lsrsbackdl
Backup Type: Realtimg @ Schedubs
Log Location: test2 |
Spaad Limit; ] MBfSec( set [ to unlmit)
Timeout Limit: 600 Sec
[¥| Enable Schedule
Tie: ooz < oo |
Schedule: 12 Manthhy 2 Weekly @ Daly

w w

[ eaiown J |

J[_gancu |

4. Click “Finish” and the data guard task will appear in the list as shown below.

5. Restore NAS Configuration

Ghadd [SEdc SdRemove  Start  Stop g Restore  Log
Task Name Source Path Source Folder | Target Path Last Run Tme | Backup Type Status
3 Category: remote (3)

fulbackup01 ! ¥ 172.16.66.11... 2012/06/28 ... Reaftime Processing
custombackdl  fraid0/data USBCopy, sna... 172.16.66.11... Scheduls

seeibackol ! ISCSI_pmtest  172.16.66.11... Schedule

From the task list, you can now see the newly added “iscsiback01"”. This backup is

setup as “schedule”.

111



e The source folder name will use iISCSI_+target volume name. So here

NOTE

it is displayed as “iSCSI_pmtest”. pmtest is the iSCSI target name
when the iSCSI target was created.

The iSCSI backup can see the result as below. The task “"iSCSI_pmtest” has backup
to target 172.16.66.111 and share folder NAS_Public with file “iSCSI_pmtest”.

» 1721666111 » NAS Public » > |45 N EE nas
FiaERRT
= ’ g En Bz il
| i iSCSL pmitest 2012/6/28 T 0. BEEEER

Restore

To restore a backup from the backup task, simply select a task from the task list
then click “Restore” from the function bar. The restore task will start to have the
associated files/folders from the target server restored to the source.

Ghadd GEdit $Remove St Stop . Restore  Log & Restora MAS Configuration
Task Mame Source Path Source Folder | Target Path Last Run Time | Backup Type Status

= Category: remote (3)

fulhackupd1 ! * 172.16.66.11... 2012/06/20 ... Realtime Processing
iscsibackol ! iSCSI_pmtast 172.16.66.11... 2012/06/29 ... Schedule Finish
! custormbackd  fraidofdata testl, test?  172.16.66.11... 2012/06/29 ... Scheduls Finish

e To restore task with backup type set as “Real time”, first you need to

NOTE

stop the task then you can proceed with the restore operation.

Restore NAS Configuration
This is a useful feature if the system configuration needs to be restored to a brand
new unit. Let’s go thru the following example to see how it works.

The original source system has 3 RAID volume, “RAID”, ‘RAID10” and “RAID20",
and has backed up the system configurations to the target server.

RAID Management

i Create | o pEdit | < #Gobal Hot Spane

Mas... RAID A Disks Total | Data
gagn | O Level eomit L Used Capacky | Capacky
@ RAID ] Healthy 10 929 GE 114 GB [ 928.7 GB
= RAIDAL 3 Healthy 3 929 GB  5924.5GA
RAID20 1 Healthy 2 92068 924.5GB
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The brand new source unit only has a 1 RAID volume ‘RAID”.

RAID Management
i Create | (“JEdit | o jGobal Hot Spare
Mas... RalD o Digks Tatal Data
fam | Level L Used Capacky | Capacky
& T RAD 3] Heafthy 10 929 GB&

1. When adding a new backup task with “Full backup” or “Custom backup” and
enabling the option “Backup NAS Config” as shows below, the source unit
system configurations are then backed up to the designed path on the target

system every time the task is executed.

11.4 GB f528.7 GR

Data Backup Wizard
SEEESE Task Nama: fulbackupol
"‘-_H Backup Type: ) Realtime O Schaduls
Sync Typa: & Symc 1 Incremental
Compress: & 0ff ) On
[ﬂaLkuu NAS Configs:  ©) OFf i 0
Hesume Partel Fles: @ OF I On
Handle Sparse Fles: &1 OFf 1 On
Keep ACL Settings: @ Off T On
Log Location: | Il!:is_ Ficture |V
Speed Limit: r MBfSec set O to unfmit)
Timeout Limit: j500  [Sec
[ | I |

2. Click on “Restore NAS Configuration” and the screen shown below will appear.
Input the target server’s IP address where the system configuration has been
backed up, and necessary authentication info. Confirm by doing a “"Connection
Test” to make sure the communication between the source and the target

server works.

Data Backup Wizard
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Remote Target: |172.0686111 | o [e73
Encrypt with 55H: @ Off £ on

Account: andy |

Password: - |

Connection test passed! Chck Next to continute.




3. Click “"Next” and a screen will appear as shown below. It has the listed available
system configuration backup files. Select the one you want and click next. You
also have the option to download the current system configuration before
restoring from the backup file.

Data Backup Wizard

Attention

Restora config will resat 3l configs. You can cick tha under button to dovwnload
currant config file. Then salect the config you want to restore from the kst

Config Files List

Hamea Date

N10850_00:14:FD:16:75:8E_ custo... 2012/06/28 16:13:37

| -

4. After clicking “"Next”, a screen will appear as shown below. Listed on the left
hand side, you will see the configuration backup details which contain the 3
RAID volumes. On the right hand side, you will see a list of single "RAID"”
volume. You may roll back to previous page to recall the example we have
taken.

Data Backup Wizard

Backup Folder - RAID Mapping

Tha under Izt thows the RAID setting in config fike. You can smply chick the
fight colurmn to changa the setting.

RAID satting in config fie RAID
RAID RAID
RAIDOL FAID
RAIDZ2D BAID

System neads to be reboot after configurabon rastaring.

I_ Praviom ”_ Fazish J[ Caneal |

5. The backup configuration has different numbers of RAID volume than the
current system (3 vs 1). It can be kept as the RAID volume mapping arranged
by the system, then carry on to click “Finish”. This means that all 3 RAID
volumes configuration such as share folder etc. will all restore to the current
unit in the RAID volume “RAID".

6. In other circumstances, if the current unit contains 2 RAID volumes, then it can
be chosen from the left hand side of system backup configuration RAID volume
list which RAID volume to map to the current system.

Let’s see the following screen to make it clearer.
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The current system has 2 RAID volumes, "RAID” and “"RAIDa"”. Select the RAID
volume from the backup configuration volume list which is going to be mapped
to the RAID volume of the current system. Simply click on the right hand side of
“RAIDa"” and a drop down list will appear. Now you can choose which volume to
map with. In this case the "RAID01” volume from the system backup
configuration will be mapped to the volume “"RAIDa” of the current unit. Once
again, it means all the shares that were created in the volume “RAID01” will be
restored to volume “RAIDa” of the current system.

Data Backup Wizard

=
2

Backup Folder - RAID Mapping

The under kst shows the RAID setting n conhg fila. You can smply cick the
rght cokimn to change the setting.

RAID setting n config fie RAID
RAID EAID
EAT: HEAIDS ¥
RAIDZ] RAID
RAID:

System neads to be reboot after configuration restorng.

I_ Bravioon “ Fesrish JL Caneal

ACL Backup and Restore

The ACL backup and restore feature enables the system ACL (Access Control List)
to be backed up on the RAID volume based to other location and restored if heeded.

Let’s look at the example bellow to see how it works.
We have one system with a RAID volume “RAID”, select “"Backup” to backup this

RAID volume’s ACL to other location. The current RAID volume “RAID” has share
folder as listed on right hand screen shot.

Home > Backup > ACL Backup/Restore

Shared Folders
— ACL Backup/Restore
5 SAE @n ¥
ALCL Senvica: @ Backup ) Restore S Add | g3 @ e
Folder name ¥
Raid Harme: |RAID | Fie Systarmids > CDnsync
Upkoad: =] > [Jusbhdd
Recursye: 7 Apples ACL to 3l contained sub-folders as well May extend restoration trme. ) Dusbeopy
> ((Jnaswebsite
> £JiTunes_music
Deseripli : » £J_Module_Folder_
i plion 1 -
> [J_MAS_Module_Source_
= Raid status must be heakhy/degraded. =
* ACL restorztion from 2 ZFS file systern can only be appled to another ZF5 fie systam. > [Jpml
« Recursve ACL rastorston does not apply to the USBHDD/usbhdd folder, LT
4 Whie the RAID partiton is restonngybacking up ACL, = folders will not be shown within the UL > [ Jpm2
+ ACL restoration/backup cannot ba appied to stacked folders.

For the ACL restore, it can be restored in the same system or used in another unit.
For example, let’s restore the ACL backup file to another unit. This unit has a RAID
volume “RAIDpm” with share folders as listed on right hand screen shot.
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— ACL Backup/Restore
ACL Service: @) Backup @ Restore

Rald Name: RAIDpm |¥ | File Systermxfs
Uphad: [ fakepatti osder_actbin =

Recursive: [F1{ Applies ACL to all contained sub-folders as well. May extend restoration time. )

— Description
Raid status must be healthy/degraded.

ACL restoration from 2 ZFS file system can only be appled to another ZF5S file system.

Recursive ACL restoration does not apply to the USBHDD/ usbhdd folder.

While the RAID partition is restoring/backing up ACL, its folders wil not be shown within the UT.
ACL restoration/backup cannot be applied to stacked folders.

— Shared Folders -

Sadd | hect | @remoy
Folder name »»
b [ Jnsync
[ZJusbhdd
> (Jusbcopy
v Cnaswebsite
DiTunes_musi

&1

b [ _Module_Folder_

> [23_NAS_Module_Source_
> (Jpm3

> (Z3pmi

After inputting the ACL backup file and clicking the “"Next” button, the system will
show another screen to list the matched folders in between the backup file and this
RAID volume. Just select the desired folders for the ACL restore.

ACL Backup/ Restore %

e ]

Fokder name

_Module_Folder_
_NAS_Module_Source_

| ITunes_music

naswebsie

nsync

pmi

ushecopy

usbhdd

|

3l
3l
Ed
2

*Notice: The target RAID partition & not the onginal RATD partiion.

to its sub-layer.

system created.

to all of its sub-folders with the same permission.

e The ACL backup will only back to share folder level; it does not apply\

e The ACL backup/restore can be used among ext3/ext4/XFS file
system. ZFS can only be used with other RAID volume with ZFS file

e If recursive has been checked during the ACL restoration, it will apply

J

Data Burn

The data burn is featured to support 3 different modes of data burning for

files/folders to and from image file and physical optical disk.

The 3 different modes are “Write Files/folders to disc”, “"Write image to disk” and

“Write files/folders to image”.
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L system Informaton 3

)

Hoane = Backup > Data Burmn

| = Jop

'x System Managerment

h‘ System Natwork

Add data to start burning process:

| Ghadd i @ @
54 Storage y e Path
EH storg
Mew Disc
aa? User and Group Authentication ! |
hdrletv.'nrﬁ Service * |
—
# Applicetion Server t |
% ACL Backup/Restars
#* Data Bum
Total size: 0
Disc: e e | [ ]

ﬂ Extermal Devices

1. Write Files/folders to disc

Home > Backup > Data Burn

| =p | p =
Ad'."\-'-;:l'it_g ﬁle:."folderé to disc |process:
- e Add data to start burning process o
) Add ppedit @ Remove @ Ren Evews | 4 Search i
Name =[] e |
Mew Disc b £1 NAS_Publc
3 CJUSBHOD C1 USBCopy
s ] _Module_Folder_ ] Us8HDD
fem ] _Module_Falder_
] _MAS_Module_Source_
3 _MaS_Picture_
] eSATAHDD
] SCSI_pmi
0] CS_pmz
] (Tunes_musc
] Bp2
2] eptest
1 snapshot
O test
o
a. Click the Add button and the NAS share list appears.
b. Select files/folders . .
. . ke | [ =
WhICh you WOUId Ilke to Add data 1o ST Buming process:
burn. All of the selected PR S S———
folders/files will be seen ans i
- =] Hew Disc
Llnder the dISC |abe| 1Prnduct Meating Weekly Report fraDidesalAS_Publcroduct Hesting Weekdy Repart
(smn

name “New Disc”. The
disc label name can be
changed by clicking on
it and press “Edit” from

menu bar. The selected folders/files also can be removed by clicking on
them and then pressing “remove” or “remove all” for all selected items.

c. Select from the installed USB burning devices. Please click the “detect
disc” button to check the status once the disc is inserted.
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D
Disc mfosmation:
d. Select the burning speed Sped:
from the drop down list.
e. Select whether disc data 5
verification is required or 2 Bam
not.
f. Click “"Burn” to start disc burning.

Disc data varification;  [¥]

2. Write image file to disc

Home > Backup > Data Burn

Teptom | s 71 I

150 file: | [ weite image fie to dee |
Disc: | St ko] [ percestoes]

Disc information; Unknown

Speed: L,.,mv

Disc dats [

verification:

a. Click "Browser” and the NAS 2
share list will appear to Evenr | 4 seue]
locate the desired image file | - ey
to burn. Product Maating Weekly Report

XEnSenr-6.0,0-nsml-od. g0
dom_backup_lg

dom_repar_bog

BODH® OO

preductmeetingimages.so

@ () iTunas_music

[T |
b. Select the ISO file.
| p = | = |

150 file: |d0/ data/NAS_Public/XenServer-6.0.0-instalk-cd.iso | (cowses )
I I

c. Select from the installed USB burning devices. Please click the “detect
disc” button to check the status once the disc is inserted.

Select the burning speed from the drop down list.

Select whether disc data verification is required or not.

Click “Burn” to start disc burning.

oo
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3. Create image file from files/folders

Home > Backup > Data Bum

Jeprom | e s s <
150 fila: | Coate g e o eliie] [
pec: [ET——

Disc mformetion: Unknown

Speed: |~
Disc data s
varfication:

a. Click the Add button and the NAS share list will appear.
b. Select the files/folders

. . B !q[“.' j:p
which you would like to e
burn. All of the selected D B B
folders/files will appear L p
Under the diSC Iabel j ;_Iﬂunm,ct Meating Weskly Report fradDidasaMA S PublnFroduct Hesting Waely Repart

(350 (AR OAREI_NAS_Ptuii_ioa

name “New Disc”. The
disc label name can be
changed by clicking on it
and pressing “Edit” from
the menu bar. The selected folders/files also can be removed by clicking on
them and pressing “remove” or “remove all” for all the selected items.

c. Input the path where the ISO file is going to be stored, you can press the

“Browse” button to have the share list appear.

Input the ISO file name for burned image file.

e. Click "Burn” to start the ISO file burning.

a

. The data burn does not support rewriteable
media if it has been burned with left space. On
the other hand, the used rewriteable media will
be erased first then carry on with burning.

Thecus Backup Utility

The Thecus Backup Utility is on your Installation CD. When you click on the CD, the
Backup Utility will be installed under Program Groups > Thecus > Thecus
Backup Utility. If it is not installed, you can copy the file (Thecus Backup
Utility.exe) to a convenient location on your hard disk and double click to execute
it.

NOTE If you can not find Thecus Backup Utility on your CD, please download it

from the Thecus website (http://www.thecus.com).
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When you execute this utility for the first time, it will ask you to create a DB file.
Click Yes.

1. Click Add to create a Backup task. The Add New Task dialog box will

appear.
Item Description

Task Specifies a name for the current task.

Source Click to specify the source folder/file location.

Incremental Click to specify whether the backup will be incremental.
If unchecked, the backup will be a full backup.

Destination Click to specify the destination folder/file location.

Excluded extensions Files with these file name extensions will be skipped and not
backed up to the destination.

Comments If you wish, enter a comment here for your records.

2. To schedule the task to run at regular intervals, click on the Schedule icon
for that task. You can schedule the task to run Monthly or Weekly.

3. To check the log for that task, click on the Log icon for that task.

Thecus Backup Utility also supports MAC OS X. Just copy the Thecus Backup

Utility.dmg to your MAC OS X machine and double click to execute it.

Windows XP Data Backup

If you use Windows XP Professional, you can also use the Windows Backup Utility
(Ntbackup.exe) to back up your files.

If you use Windows XP Home Edition, follow these steps to install the utility:

1. Insert the Windows XP CD into a drive and double-click the €D icon in My
Computer.

2. When the Welcome to Microsoft Windows XP screen appears, click Perform
Additional Tasks.

3. Click Browse this CD.
4. In Windows Explorer, navigate to ValueAdd > Msft > Ntbackup.
5. Double-click Ntbackup.msi to install the backup utility.

Once installed, you can use the Windows Backup Utility by following the steps
below:

1. Click Start, and point to All Programs > Accessories > System Tools >
Backup to start the wizard.

2. Click Next to skip past the opening page. Choose Backup files and
settings from the second page, and then click Next.
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3. Select which option you want to back up.

4. Click Next and in the Backup Type, Destination, and Name page, specify a
backup location using the Browse button.

5. Find and select the drive that specifies your Thecus IP storage as your
backup destination and click Next.

6. Click Next to display the wizard’s final page and click Finish to start
backing up.

Apple OS X Backup Utilities

Mac OS X does not include any backup software. However, there are a number of
backup solutions available for the Mac OS X, including: iBackup, Psyncx, iMSafe,
Rsyncx, Folder Synchronizer X, Tri-BACKUP, Impression, Intego Personal Backup,
SilverKeeper, and Apple's dotMac Backup utility to name just a few. To find even
more freeware and shareware backup utilities to choose from, go to VersionTracker
or MacUpdate and search on "backup".

External Devices

The Thecus IP storage supports printer server and UPS via USB interface. The
integrated Print Server allows you to share a single USB printer with all users on the
network. For the UPS, Thecus IP storage support via USB, Series and Network
interface. The following section shows you how.

Printers

From the External Devices menu, choose the Printer item, and the Printer
Information screen appears. This screen provides the following information about
the USB printer connected to the USB port.

D Home > External Devices > Printers ('_":l Help '::_:i'- My favorite (D= Shutdown El Logout

i system Information - Printer Information
% System Management ht Printer 1
hﬂ System Network ' | Manufacturer: /A
=t Modek NfA
&3 Storage
- . - Status: Ho Printar Detacted
aa Userand Group Authentication
= Remove document [:]
" Network Service ¥ from queue:
® Aopicat :
Al Restart printer senvice: [:
B Backup

& Exremnal Devices

W Printars
Uninterupted Power Source

Printer Information

Item Description
Manufacturer Displays the name of the USB printer manufacturer.
Model Displays the model of the USB printer.
Status Displays the status of the USB printer.
Remove document Click to remove all documents from printer queue
from Queue
Restart Printer service | Click to restart printer service
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If a corrupt print job is sent to a printer, printing may suddenly fail. If your print
jobs seem to be locked up, pressing the Remove All Documents button to clear
the print queue may resolve the issue.

You can configure Thecus IP storage to act as a printer server. That way, all PCs
connected to the network can utilize the same printer.

Windows XP SP2

To set up the Printer Server in Windows XP SP2, follow the steps below:

1.

Connect the USB printer to one of the USB ports (preferably the rear USB
ports; front USB ports can be used for external HDD enclosures).

Go to Start > Printers and Faxes.
Click on File > Add Printer.
The Add Printer Wizard appears on your screen. Click Next.

Select the “A network printer, or a printer attached to another
computer” option.

Select "Connect to a printer on the Internet or on a home or office
network”, and enter “http://Thecus IP storage
IP_ADDRESS:631/printers/usb-printer” into the URL field.

Your Windows system will ask you to install drivers for your printer. Select
the correct driver for your printer.

Your Windows system will ask you if you want to set this printer as “Default
Printer”. Select Yes and all your print jobs will be submitted to this printer
by default. Click Next.

Click Finish.

¢ Note that if a multi-function (all-in-one) printer is attached to the Thecus IP
Storage, usually only the printing and fax functions will work. Other features,
such as scanning, will probably not function.

Windows Vista
To set up the Printer Server in Windows Vista, follow the steps below:

1.

Open Printer Folder from the Control Panel.

=)

( Q » Control Panel »

= Control Panel Home

Classic View

System and Maintenance
Get started with Windows
Back up your computer

Security

Check for updates

Check this computer's security status

@ Allow s program thiough Windows
Firewall

Network and Internet
View network status and tasks
Set up file sharing

Hardware and Sound
s or other media automatically

Mo

Programs
Uninstall a program
Change startup programs

-[ 4]l

User Accounts and Family Safety
“ ¥ Set up parental centrols for any user

I Add or remove user accounts

Appearance and Personalization
% Change o
Change

Adjust
Clock, Language, and Region
12 Change keyboards or other input methods
Change display language
‘."' B\ Ease of Access
\\J Let Windows suggest settings
Optimize visual display
7| Additional Options
F=

Pl
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2. Click the right mouse button in anywhere on the Printers folder and then

select Add Printer.

=5 Hon |5

Search

S -
OU L « Hardware and Sound b Printers v|6,|

Status Comments Location Model

S 7 Mictosoft XPS Document
[ Documents e
B rictures %
B Music
More » Vicw 7
Folders v Sort By ¥
I Desktop - Group By »
it | Stack By b
Public Refiesh
% Computer
£ Network =
Control Panel Shortcut
1 Adcitional Opg Undo Copy CtileZ
%, Appearance ar )
¥ Clock, Langual ¥ Run as administrator »
2 Ease of Access T
#5 Hardware and 5 : -
3 AutoPlay erver Properties...

& personalizati
3 Power Optio =

3. Select Add a network, wireless or Bluetooth printer.

() e Add Printer
Choose a local or network printer

 Add a local printer
Use this option only if you don't have a USB printer. (Windows automatically
installs USB printers when you plug them in.)

{9 Adda network, wireless or Bluetooth printer

or wireless printer is turned an,

Malke sure that your computer is connected to the network, or that your Bluetoot

4. Select The printer that I want isn’t listed.

@ Q_J Add Printer

Searching for available printers..

¥ The printer thatI want isn't listed
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You can press The printer that I want isn’t listed to go into next page without
waiting for Searching for available printers to finish.

5. Click Select a shared printer by name.

=
@ e Add Printer

Find a printer by name or TCP/IP address

() Browse for a printer
(@ Select a shared printer by name

http: /f<Thecus_NAS_IP =631 printers/usb-printer Browse. ..

Example: \\computername\printername or
http: /jcomputername /printers jprintername . printer

(7 Add a printer using a TCP/IP address or hostname

Cancel

Type http://<Thecus NAS>:631/printers/usb-printer in the box,
where <Thecus NAS IP>isthe IP address of Thecus IP storage. Click Next.

6. Select or install a printer and then press OK.
Add Printer Wizard

/  Select the manufacturer and model of your printer. f your printer came with
=4  aninstallation disk, click Have Disk. I your printer is not listed, consult your
- printer documentation for 3 compatible printer.

Manufacturer A Printers o

HP 1| | BHHP Desket 615C |

IBM || EF HP DeskJet 640C/642C/648C

infotec B3¢ HP Deskjet 6500 Series

Korica Sk WP Neale lat RENC o
- 4 e F

| KOMICA MINGITA

;_.;J This driver is digitally signed. | TR
Tell me why driver signing is important =

E 0K 3| Cancel |

7. Windows will attempt to connect to the printer.

Windows Printer Installation

Connecting to
http://172.16.66.64:631/printers/usb-printer

Cancel




8. You can choose to set this printer as the default printer by checking the Set
as the default printer box. Click Next to continue.

=

) = Add Printer

Type a printer name

Printer name:

This printer has been installed with the HP Deskjet 6500 Series driver.

9. Done! Click Finish.

) ™= Add Printer

You've successfully added usb-printer on http://172.16.66.64:631

To see if the printer is working correctly, or to see troubleshooting information for the printer, print
a test page.

Print a test page
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Uninterrupted Power Source

From the External Devices menu, choose the Uninterrupted Power Source
item and the UPS Setting screen appears. Make any changes you wish, and press

Apply to confirm changes.

UPS Settings

UPS Monitoring: ) Enable

Remote UPS
Monitoring:

Remote UPS IP:

Manufacture: !

Model: A

@ Disable

Enable @ Dizable

*product has been tested for compatibility

Battery Status: N/A
Power: N/A

Seconds between power failure and first notification

Seconds between subsequent power failure notifications |

Shutdown the system when the battery charge is less than |

See the following table for a detailed description of each item.

Item

Description

UPS Monitoring

Enable or disable UPS monitoring.

Remote UPS Monitoring

Enable or disable Remote UPS monitoring.

Remote UPS IP

Input the IP address of the NAS that the UPS device
is connected to via USB or RS232.Input the IP
address of your network UPS.

Manufacturer Choose the UPS manufacturer from the
dropdowns.

Model Choose the UPS model number from the
dropdowns.

Battery Status

Current status of the UPS battery

Power

Current status of the power being supplied to the
UPS

Seconds between power failure and
first notification

Delay between power failure and first notification
in seconds.

Seconds between subsequent power
failure notifications

Delay between subsequent notifications in
seconds.

Shutdown the system when the
battery charge is less than

Amount of UPS battery remaining before system
should auto-shutdown.

Apply

Press Apply to save your changes.

Chapter 5: Tips and Tricks

USB and eSATA Storage Expansion

The Thecus IP storage supports external USB hard disks through its USB ports.
Once a USB hard disk is successfully mounted, the entire volume will be linked
automatically to the default USB HDD folder. The Thecus IP storage supports USB
external storage devices. All file names on the USB disk volume are case sensitive.
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The Thecus IP storage also supports eSATA hard disks with its eSATA port.

Before attaching an eSATA or USB disk drive to Thecus IP storage, you have to
partition and format it on a desktop computer or a notebook first. The attached
device will be located at \\192.168.1.100\usbhdd\sd (x)1 where 192.168.1.100
means the IP address of Thecus IP storage and sd (x) 1 stands for the first partition
on the eSATA or USB disk drive.

Remote Administration

You can set up your Thecus IP storage for remote administration. With remote
administration, you can access your Thecus IP storage over the Internet, even if
your Thecus IP storage is behind a router. This is especially useful if you are
traveling and suddenly need a file from your Thecus IP storage.

Setting up remote administration is a three-part process, and will require the
following equipment:

Thecus IP storage device

Cable / DSL Router with Dynamic DNS support
Home PC

Internet Connection

Router setup will differ slightly depending on router used. For this example,
we will use the Asus WL500g because it has support for Dynamic DNS.
Contact your router hardware vendor for setup help.
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Part | - Setup a DynDNS Account

1.
2.
3

4.
5

Go to http://www.dyndns.org from your home PC.

Click on the Sign Up Now link.

Check the Check boxes, select a user name (i.e.: N4800), enter your email
address (i.e.: xxx@example.com), check Enable Wildcard, and create a
password (i.e.: Xxxx).

Wait for an email from www.dyndns.org.

Open the email and click on the link to activate your account

Part Il - Enable DDNS on the Router

Go to the router setup screen and select IP Config > Miscellaneous
DDNS Setting from your Home PC.

Click on Yes for Enable the DDNS Client?

Select www.dyndns . org.

Go to router setup screen, and enter the following information:

User Name or E-mail Address: xxx@example.com

Password or DDNS Key: xxxx

Host Name: www.N4800.dyndns.org

Enable wildcard? Select Yes

Update Manually: Click Update

®oooo

Part lll - Setting up Virtual Servers (HTTPS)

1.
2.
3

Navigate to NAT Setting > Virtual Server.
For Enable Virtual Server?, select Yes
Setup the HTTPS Server
a. Well-Known Applications: Select User Defined
b. Local IP: Enter 192.168.1.100
c. Port Range: 443 (the default HTTPS port setting on the Thecus IP
storage)
d. Protocol: select TCP
e. Click Add.
f. Click Apply.
Test the HTTPS connection from another computer on the Internet
a. From a remote computer, open your browser and enter
https://www.N4800.dyndns.org
b. You should see the login page of Thecus IP storage.

Firewall Software Configuration

If you are using a software firewall (i.e. Norton Internet Security) and are having
trouble connecting to Thecus IP storage, you can try the following steps:

1.

2.

3.

Double click the NIS icon on system tray, and then configure the Personal
Firewall.

On the Programs page, find the SetupWizard.exe and change its
permission to "Permit All". If it's not in the program list, use the Add or
Program Scan buttons to find it.

On the Networking page, manually add Thecus IP storage IP address (i.e.
192.168.1.100) to the Trusted list.
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Replacing Damaged Hard Drives

If you are using RAID 1, RAID 5, RAID 6, RAID 50 or RAID 60 you can easily replace
a damaged hard drive in the Thecus IP storage while keeping your data secure with
the system’s automatic data recovery.

Hard Drive Damage

When a hard drive is damaged and data in the RAID volume is corrupted, the
system OLED will display a warning message and the system will beep.

Replacing a Hard Drive
To replace a hard disk drive in the Thecus IP storage:

1.
2.

3.

4,

5.

Remove the tray with the damaged hard disk.
Unscrew the damaged hard disk and remove it from the tray.

Slide a new hard disk into the tray and fasten the screws.

Insert the hard disk tray back into the Thecus IP storage until it snaps into
place. You can also lock it with a key if desired.

The LED will blink green when the HDD is accessed.

RAID Auto-Rebuild

When using RAID 1, 5, 6, 10, 50 or 60 on the Thecus IP storage, you can use the
auto-rebuild function when an error is detected.

1.

When a hard disk fails the system beeps and/or an email notification is sent
to the specified receivers.

Check the OLED to see which disk has failed.
Follow the steps mentioned above to replace the failed hard disk.

The system automatically recognizes the new hard disk and starts the
auto-rebuild sequence to resume its status before the hard disk crash.
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Chapter 6: Troubleshooting

Forgot My Network IP Address

If you forget your network IP address and have no physical access to the system,
you can find out the IP address by either looking directly onto the Thecus IP storage
OLED panel, or by using the setup wizard to retrieve the IP of your Thecus IP
storage.

1. Start the Setup Wizard, and it will automatically detect all Thecus IP storage
products on your network.

2. You should be able to find the IP address of the Thecus IP storage which you
have forgotten in the Device Discovery screen.

Can't Map a Network Drive in Windows XP

You may have problems mapping a network drive under the following conditions:

1. The network folder is currently mapped using a different user name and
password. To connect using a different user name and password, first
disconnect any existing mappings to this network share.

2. The mapped network drive could not be created because the following error
has occurred: Multiple connections to a server or shared resource by
the same user, using more than one user name, are not allowed.
Disconnect all previous connections to the server or shared resource and try
again.

To check out existing network connections, type net use under the DOS prompt.
You may refer the URL below for more network mapping information.

http://esupport.thecus.com/support/index.php?_m=downloads&_a=viewdownload&downloaditemi
d=57&nav=0

Restoring Factory Defaults

From the System menu, choose the Factory Default item and the Reset to
Factory Default screen appears. Press Apply to reset Thecus IP storage factory
default settings.

Resetting to factory defaults will not erase the data stored in the hard

disks, but WILL revert all the settings to the factory default values.
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Problems with Time and Date Settings

The administrator is able to select an NTP Server to keep Thecus IP storage time
synchronized. However, if Thecus IP storage cannot access the Internet, you may
encounter a problem when setting the Time and Time Zone. If this happens:

1.

2.

3.

4,

5.

Login to the Web Administration Interface.
Navigate to System Management>Time.
Under NTP Server, select No.

Set the Date, Time, and Time Zone.

Click Apply.

In addition, if the Thecus IP storage is able to access the Internet and you want to
keep the NTP Server clock.isc.org by default, please make sure the DNS Server is
correctly entered, thereby allowing the NTP Server name to correctly resolve. (See
System Network > WAN/LAN1 > DNS Server)
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Chapter 7: Updates for FW v2.03.01

Changes for FW v2.03.01

- Modifed the Status layout in the System Information category

- Added Hardware Information in the System Information category
- Modified Disk Information layout and added support for JBOD device
- Added JBOD device to join RAID Management

- Added cloud backup Amazon S3 support

- Added Volume Expansion Management in the Storage category

Status

From the System Information menu, choose the Status item, System Service
Status and HW Status screens appear. These screens provide basic system and
service status information.

Home > System Information == Status

Home > System Information = Status

Service Status || MN4B200 Service Statuz | N4800

AFP Status: Stopped CPL Activity: 2,25 %

MFS Status: Stopped Mernory Activity: 28.3 %

SMEBSCIFS Status: Running System Fan Speedl: 1010 RPM

FTP Status: Stopped CPL Termperature: 43 *Cf109.4 °F

TFTP Status: Stopped System Temperaturel: 50 *Cf122 °F

UPRP Status: Stopped Sy<tem TemperatureZ: 39 °Cf102.2 °F
SMMP Status: Stopped AR LARL: R 0.0, TX: 0.0 MB/s
Rsync Status: Stopped L2 R 0.0, TX: 0.0 MB/s

Added Hardware Information

From the System Information category, choose the Hardware Information
item and the system will display the related HW details for the associated model.
Below is an example of the information for a Thecus N4800.
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ThecusOS™

stem Information > Hardware Information

i ~
| i System Information = | Hardware Information
W cerera Py Intel CPU D2700 @ 2.135H:
Zstatus
£ System Lag Mernory 2015 ME
*= Online Registration BIOS COV_T24 ¥64
3¢ Syslog Management
‘ System Monitor Metwork Dewice
[BHardware Information AR LANT Intel Corporation 825741 Gigabit Metwork Connection
LANZ Intel Corporation 825741 Gigabit Networl Cormection
IUSB Device
LUSEZ,0-1 Intel Corporation 8280131 USB2 EHCI Controller #2
USB2.0-2 Intel Corporation 828011 USB2 EHCI Controlier #1 1
USEZ2.0-3 Intel Corporation 8280131 USE UHCI Controller #4
KSystem fdanagement * LUSE2.0-4 Intel Corparation 8220171 USB UHCT Cantraller #1
@'?Svstem Metwork ¥ USE2.0-5 Intel Corporation 828011 USB UHCI Caontroller #2
E iﬁtnrage ¥ USEZ2.0-6 Intel Corporation 8280131 USE UHCI Controler #3
- USE3.0-1 MEC C ition D 0194
ma User and Group Authentication e Ciperstan eves
) DO Single DOM
& Metwork Service ¥
— SATA Controller
f ¥
T SATAL Intel Corporation 8280171 SATA AHCT Controller L
5 Backup : IOLED Agent Revision: 1600, 1,7 Fic Revision: 13 -
F [
EdExternal Devices & | I 1" ]

EERAa

Disk Information

From the Storage menu, choose the Disk Information item and the Disk
Information screen appears. From here, you can see various installed hard disks.
The disk slot position will appear if the mouse is moved over the installed disk.

NOTE e The screen shot below is just an example from a Thecus IP Storage. The disk
slots number can range from 8, 12 to 16 slots depending on the model of Thecus
IP storage. Also it will list the disk info of JBOD devices if applicable

Disk Information

Disk Mo Model Caparity Firrmware Bad Block

= 4800 (4Disks)

1 WOC WD 10EFRX-68] 932 GB o0L0
2 WOC WD10EFRX-681 932 GB oLo
3 WOC WD 10EFRX-68) 932 GB o0Lo
4 WO WD10EFRX-68] 932 GB 010

5 4800 (4Disks)

1 WDC WOIOEFRYS81 932 GB
ik S 2 WOC WDI0EFROCOS), 932 GB
3 WD WOL0EFRy-567° | Position. B
4 WDC WOLIEFRY 661 E

Disk Power Management

Disk Power Management: i Minute

Disks Information

Item Description
Disk No. Indicates disk location.
Capacity Shows the SATA hard disk capacity.
Model Displays the SATA hard disk model name.
Firmware Shows the SATA hard disk firmware version.
Bad Block scan Yes to start scan Bad Block.
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S.M.A.R.T. Information

On the Disk Information screen, select a disk then click on "Smart” to list the
S.M.A.R.T. info of the associated disk.

Disk Information

* Detect Bad Block

Disk Mo Model Capacity Fitrriare: Bad Block
= N4800 (4Disks)

1 WOC WD 10EFRX-68] 032 GB 0i.0

2 WO WD 10EFRX-62] 932 GB 01.0

3 WO WD 10EFRX-G8] Q32 GB 01.0

4 WDC WD 10EFRX-G2] 032 GB 01.0

You may also perform a disk SMART test (doesn’t apply to SAS HDD); simply click
“Test” to start the SMART test. The result is only for reference and the system will
not take any action from its results.

| SMART INFO *
Info
Diisk: Ma.: 2
fModel: WD WOI0EFRX-6E]

620 Hours
28°C{82.4°F

Pawer On Haours:

Termperature: 31°C/87.8°F(Last)

Reallocated Sector Count: O OfLast)
Current Pending Sector; 0 OfLast)
Test

Test Type: @ short (2 long
Test Result: Click to start

Test Time:

S.M.A.R.T. Information

Item

Description

Tray Number

Tray the hard disk is installed in.

Model

Model name of the installed hard disk.

Power ON Hours

Count of hours in power-on state. The raw value of this attribute
shows total count of hours (or minutes, or seconds, depending on
manufacturer) in power-on state.

Temperature Celsius

The current temperature of the hard disk in degrees Celsius.

Reallocated Sector
Count

Count of reallocated sectors. When the hard drive finds a
read/write/verification error, it marks this sector as "reallocated"
and transfers data to a special reserved area (spare area).

This process is also known as remapping and "reallocated"
sectors are called remaps. This is why, on a modern hard disks,
you cannot see "bad blocks" while testing the surface - all bad
blocks are hidden in reallocated sectors. However, the more
sectors that are reallocated, the more a decrease (up to 10% or
more) can be noticed in disk read/write speeds.

Current Pending
Sector

Current count of unstable sectors (waiting for remapping). The
raw value of this attribute indicates the total number of sectors
waiting for remapping. Later, when some of these sectors are
read successfully, the value is decreased. If errors still occur
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when reading sectors, the hard drive will try to restore the data,
transfer it to the reserved disk area (spare area), and mark this
sector as remapped. If this attribute value remains at zero, it

indicates that the quality of the corresponding surface area is low.

Test Type Set short or long time to test.
Test Result Result of the test.
Test Time Total time of the test.

If the Reallocated Sector Count > 32 or the Current Pending Sector of a hard
disk drive > 0, the status of the disk will show “Warning”. This warning is only
used to alert the system administrator that there are bad sectors on the disk,
and they should replace those disks as soon as possible.

Bad Block Scan

On the Disk Information screen, select a disk then click on “"Detect Bad Block” to
perform bad block scan of the associated disk. The result is only for reference and
the system will not take any action from its results.

Disk Information

NS smart] ® Detect Bad Block] ® Stop Detect Bad Bl

Disk Mo Model Capacity Firrmware Ead Block

= N4800 (4Disks)

1 WDC WD10EFRX-63] 932 GB 010
2 WDC WDI10EFR¥-68]1 032 GB 010
.3 ....... W.D.C. WDlUEFR;{ﬁgJ ..... 932 GB .............. Ulg .................................
4 WDC WD10EFR X-65]1 932 GB 010

The bad block scan can be terminated by clicking on “Stop Detect Bad Block”.

Disk Information

U smart ® Detect Bad Bloc|® Stop Det%ﬁad Block|

Disk Mo Model Capacity [ stop had biock scan rare Bad Block

=5 4800 (4Disks)

1 WDC WD L0EFRX-65] 032 G5B 010
2 WDC WD I0EFRX-68] 032 5B 01.0 Scanning 4%
3 WDC WD L0EFRX-65] 032 GB o010
4 WDC WD L0EFRX-65] 032 GB o1.0

Data Guard (Local Backup)

The Thecus product provides complete backup solution between Thecus NAS
systems as well as between folders of local systems. For remote data guard backup,
please refer to chapter 4, Data Guard (Remote backup).

EdAdd et ighRemove F Start W Sto *hRestore [Log ¥ Restore MAS Configuration
Task Name Source Path Source Folder  Target Path Last Run Time ' Backup Type | Status

o Cadegary: locsl (3

Remote Data backup

Item Description
Add Add a new task.
Edit Edit selected task.
Remove Remove selected task.
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Start Click on start to start a scheduled scan task right away.

Stop Stop the associated running task. Also can be used if a task
has been setup as real-time, clicking “"Stop” can terminate
the running process. Simply click ‘Start” to re-start the
real-time operation.

Restore Restore the associated task.

Log Click to view the associated task process details.

Restore NAS Configuration | Click to restore the system configurations from a selected
destination to a source unit.

-From the Data Guard function list, select Add. The data backup setup wizard
appears as below, click on “Local Backup”:

Data Backup Wizard

v

| ||l | Remote Backup
1 i Backup to an remote Thecus NAS

& I Local Backup
: ! E | i Backup to folders { devices /iSCSI targets on local NAS

amazon
web services Backup to Amazon 53 Service

Amazon 53

The local backup has 6 different selection you can choose from.

Local Backup

¥

Import

External devices directly import to the NAS, and generate a new shared fol

Copy

m

Copy between folders according to the source and destination of your chaoit

Realtime Backup

Backup MAS Data Immediately B |

Schedule Backup

Backup NAS Data At Schedule Time

L} | 3

[re— —

Local Data backup

Item

Description

Import This is associated with external devices which are added to the
system such as USB disk. You can select a folder from an external
device and import it to the NAS as a share folder.
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Copy

Copy folder to folder or NAS folder to external device or external
device to NAS folder. This backup is within folder level.

Realtime Backup

The task will be executed on the fly between the source and the
target. In other word, any changes made at the source will sync to
the destination immediately.

Schedule Backup

The task will be executed on schedule between the source and the
target.

iSCSI Backup

The iSCSI volume will be backup to the destination as a single file.

iSCSI Import

The iSCSI file can be imported from the iSCSI backup back to the
destination as an iSCSI volume.

1. Import: click on “"Import” and a screen will appear as below.

If there is an external device installed on system such as USB disk, then it will
be listed in the Source pane.

Local Backup > Import

¥
_,l’__

Tarzet

@~
e = RAID

Source

-

‘ Generic_USB Flash Disk1

N
e RAID&O

Please select source folders

EPrevious ] I LCancel

Click on the associated external device and the contain folders will be listed.
Select the folders that are going to be imported to the NAS and select the available
RAID volume which is listed in Target pane.

Local Backup > Import

Y
l'..

Source [[] Belect A Target
@ Return to Parent Folder o) ORraD

I [ Asmedia_USB3... & O raED
[ intel_Graphi... E
0O 1svmz_o3
[T n1ogso
I [ n4200PRO_02
[T n4goo
Il [ ness0
B [E n7s10 %

Please select source folders
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In here, we have selected the “Intel Graphi...” and *"N10850" folders from the
external device and imported them to the NAS under the RAID60volume.

Local Backup > Import

‘ig U | | Soucee [ Select Att | | Tareet
Yo

A
<% Return to Parent Folder = - RAID

N € Asmedia_USB3... ‘
[ Intel_Graphi... E
N[ svmz2_03

Il @] n1ogs0 e
N [ n4200PRO_02

Il [ n4s0o

N [ nsgso

i O n7s10 =

Total share folder count : 15

[r— —— —

Next, please select the path from the drop down list to save the log. Also, give

the access permission whether these selected folders will be “Public” or not after
the import.

Local Backup > Import

‘S - Set Public: @ Off & on
| 3 o~

U4 | Log Location: [intel Graphics V614105398 X
Intel Graphics V61410, *
MAS_Public

Reandy

USBCopy

USBHDD
_Module_Folder_
_NAS_Module_Source_
_NAS_Picture_
andy_local

eSATAHDD
ISCS1_iscsiva02 =
iTunes_music

¥

m

'y m | b
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Read the notes and check the “Accept” box for confirmation. If a share name
already exists for the import, then the import will be rename automatically to
“existing share name -1".

For esample, if the NAS RAID volume “RAID60"” already has a folder named
“Intel_Graphics_V614105398_XP”, the import folder will then be rename to:
“Intel_Graphics_V614105398_XP-1".

Local Backup > Import

o . Announce
M

Y 1. To perform systemn backup, the destination file in the same directory wil be
overwritten or deleted, please confirm before running backup.

2. Destination path name exists in a different set of tasks, can lead to itself or
other tasks to perform improperly.

3. Destination or source of the system files cannot be deleted; otherwisa it
will cause the task to run improperly.

4. System wil automatically list the destination directory name of the duplicate
to avoid data coverage errors.

Duplicated Folder List

Origin Folder:Intel Graphics_V614105398_XP Wil be rename
to:Intel_Graphics_V614105398 XP-1

Previous ] [ Finizh ] [ Cancel

Now, you will see in the data guard task list that you have created a task .

Home > Backup > Data Guard @ Help Oy favorite (D Shutdown %7 Logout

) add [GEdit @Remove ¥ Start @ 5top ¥ Restore [§log L, Restore NAS Configuration

Task Name Source Path Source Folder | Target Path Last Run Time  Backup Type Status

= Category: local (1}
[ import Generic_USB ... Intel Graphic... RAID&0 2012/07/25 ... Import Finish ]

And that the system has created 2 new share folders from the task just created.

Home > Storage > Share Folders @ Help O My favorite (M shutdown % Logout

Shared Folders

@ add | g3Edt | @nremove | Birs | *samba & T AC

Folder name »» RAID ID File System = Public Description
> [JIntel Graphics V614105308 XP BAINED gctd yes

> (£ Intel_Graphics_V614105398_XP-1 RAIDE0 extd yes

> £IN10850 RAIDS0 extd yes

I CINAS_Public RAID extd yes

139



2. Copy: click on “Copy” and this screen appears.
3 different options can be selected, folder to folder, folder to external device or
external device to folder.

Local Backup > Copy

¥

=)

- RAID Folder -> RAID Folder
= &=

ﬁ To select more than one folder to copy to a single destination fold

= '(! -- RAID Folder -> External Device
£ 3
O " To select more than one folder to copy to a single external device

o | External Device -> RAID Folder
-

Choose external device to copy to a single folder

[E— —

Folder to Folder

| Local Backup > Copy > RAID Folder to RAID Folder

|
‘ ‘S i Souree Tarsat
| F.. 11 o
o } &8 RAID RAID
| i b
&8 RAIDGO &8 RAIDGO
| w3

Folder to external device

Local Backup > Copy > RAID Folder to External Device

"S 3 ) Source Targst
o 1@ &8 RAID A5 i
; =] ‘ ) Generic_USB ...
& RAIDGO
&

External device to Folder

Local Backup > Copy > External Device to RAID Folder

"5 Soures [[] Select All Target

< ' [ Generic_usB ... :‘: A
&8 RAIDSO
[ =]
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Let’s take “Folder to External device” as an example. In the source pane, select the
desired RAID volume and its associated folder list will appear; same method in the
target pane for the associated external device.

Local Backup > Copy > RAID Folder to External Device

Sousca [7] Betect All Target
& Return to Parent Folder # Retum to Parent Folder

Il @ ttel_Graphi... B LsyMz_03

4 = 4

Il [7 Inte|_Graphi.. o © nioesa

Il Haoas0 . Fj';_; M4200PRO_02
™ reandy _ "'I’ 1 RBandy

= -

| [ &

| ke Realtek_LAN_...
B & W2003_W7

_

i fjf:.‘- gaofactory

FI‘ 1 temp -

[ eonow J[ coneu ]

Select a folder from the source pane which is going to be copy over, then select in
target pane it’s destination.

Local Backup > Copy > RAID Folder to External Device

Eoees [7] Betees AN Target
U L5VMz_03 :
& Return to Parent Folder h
B & nioeso
5 S HLD
[ intel Graphi.,, -
il

i3 Il & N420OPRO_02
'J' [ Intel_Graphi... -

) N Réandy
s 'J‘ H10850
B 1 Realtak_LAN_...
Il [ meandy . 4
B & w2008 w7 :
-] e

| L] o
'k gaofactosy

B i fermd

rj’ 1 wp32645.71...

I_ Pravioo ”_ Haxi Jl Caneal ]
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Choosing the sync type, “Incremental” or ‘Sync”, and select the log path from the
drop menu list.

Local Backup > Copy > RAID Folder to External Device

Sync Type: @ Incramental (£ Sync

| looloaaten: [T TORIETEREN |-
Intei Graphics V61410 =
Intel_Graphics_VG1410
HI0BS0
HAS_Publc
Réandy
USECony
USEHDD B
_Module_Folder_
_MAS_Mpdule_Sourca_
_MAS_Pictura_
andy_focal
RSATARDD
ISCSI_fsosie502 "
iTunas_music ol

L} n L

EE | I | e

Read the notes and check the “Accept” box for confirmation.

Lol Backup > Copy > RAID Folder to External Device

ﬁ. . Announce

1. To perform system backup, the destination file in the same directory will ke
ovenwrtten or deleted, please confirm before running badeup.

2. Destination path name exists in a different set of tasks, can lead to itsel or
athar tasks to pesform impropeshy.

3. Destnabon or source of the systemn fles cannot be deleted; othenwie &
will cause the task to run mprogerly.

4. Systern wil autorraticaly kst the destination diractory name of tha duplcaba
to avoid data coverage armors.

P, | [ | —————

Now, you will see in the data guard task list that you have created a task.

D Add iEdt ShRtemove F Start W Stop *Lfestore (% Log *L, Aestore MAS Configuration
Task Hame Source Path Source Folder  Target Path Last Run Time  Backup Type @ Status

I Calggory: loesl (2

mport Genenc USB ... Intel Graphic... RAIDGO 201270325 ... Import Finish

[l:l:-p'_-' RAIDGO Réandy Genenc_USAE ... 2012/07/25 ... Copy Finish ]
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3. Realtime Backup: click on “Realtime Backup” and this screen will appear.
2 different options can be selected from, folder to folder, folder to external
device.

Let’s take “Folder to Folder” backup for example. Select from the source pane

the folder "NAS_Public”, then select its destination in the target panefolder
“R6andy”.

Local Backup > Realtime Backup > RAID Folder to RAID Folder

Sowere Targei
@ Return to Parent Foldar @ Ratum to Parent Falder
__fj' @ HAS_Public _I'.* 71 Inbal_Graphi..
.I:I £ USBCopy fj’ 1 Intal_Graphi...
_ Ei & _Modula_Foler_ : FJ‘ ) MLOESA
J © _nas modue .. |5 ' J & Randy

B _HAS_Pictute_
o

3 andy_locz

fli"_' ITunes,_music

o ]
I &) snapshot -

T T |

Next, fill in the task name and related settings.

Local Backup > Realtime Backup > RAID Folder to RAID Folder

Task Mame: reattimeback

Sync Type: @ Incramantal 123 Sync
Backup Symbolc % Off Z'0on
Link:
Log Locatian: Inted_Geaghics_\VE14105398_xXP |»
Filker -
[ Fie Sizgf

T s

Indude Fie Type

Doourmeant Fichime Yideo Musc

7] Exclude Fie Type

Dacurmenit Pactuda Miisa

l Pravicu “ Mt ][ Cancal ]
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Realtime Backup

Item Description
Task Name Input the task name, length limited to 4~12 characters.
Sync Type Select “Incremental” or “Synchronize”.
Backup Symbolic Link | Choose to backup symbolic link which is included in the source.
Filter The filter can be set to be executed only in certain circumstances.

If none of them has been selected, it will do the real time backup
from the source to the destination in full.

File size: From xx ~ xxx
If xx=1 and xxx blank then only file size > xx will
execute real time backup.
If xx=1 and xxx=2 then only size in between xx and xxx
will execute real time backup.
If xx blank and xxx=2 then only file size < xxx will
execute real time backup.

Include File Type: Only the associated file format will do the real
time backup.

Exclude File Type: The excluded file format won’t be included in
the real time backup.

For document file format: doc, xls, pdf, docx, xlsx, txt, ppt,
pptx, html, htm

For picture file format: jpg, bmp, tif, png, pbm, tga, xar,
xbm

For video file format: avi, mpg, mp4, mkyv, fli, flv, rm, ram

For music file format: mp3, wav, wma, acc, dss, msy,
dvf, m4p, 3gp, amr, awb

User defined can be input in other box.

Read the notes and check the “Accept” box for confirmation.

Local Backup > Copy > RAID Folder to External Device

¥ - Announce

1. Ta parform system backup, the destination file in the same directory wil ke
ovenwriten or deleted, please confirm before unning badkugp.

2. Destination path name exists in 2 differant set of tasks, can lead to ksel or
othar tasks to pesform improperhy.

3. Destmabion or source of the systemn fles cannot ba deleted; otherwse &
will cause the task to rem mproperty.

4. Systarn wil automaticaly kst the destination directory name of the duplcate
to avoid data coverage ermors.

(] Biogent

| Frevions || Fimish ][ Cancel
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Now, you can see in the data guard task list that your created task is listed. The
task status will say “Processing” untill the “Stop” button is pressed.

wé'j.ﬁ.dd _}Ed-.f l;'&ix:n'nur * Start W Shop "-I_-, festore '-HL&;- 'bﬂx's.mm-r\l.ﬁst'mﬁgrﬂmm
Task Name source Path Spurce Folder  Target Path Last Run Time  Badkup Type Status

= Calegery: locsl (3

mport Genenc_USB ... Intel Graphic... RADG0 2012/07/25 ... Import Fnish
copy RAIDGD Reandy Generic_USH ... 2012/0/25 ... Copy Frish
[ reabackll RATD HAS_Pubkic RAIDGO/RGandy 2012/07/25 ... Reaktime ProCessing ]

4. Schedule Backup: click on “"Schedule Backup” and this screen will. 2 different
choices can be selected from, folder to folder, folder to external device.

Let’s use “Folder to External device” backup for our example. From the NAS
volume RAID in the Source pane select the folder "NAS_Public”, then in the
target pane select the external USB disk folder "N10850”.

Local Backup > Schedule Backup > RAID Folder to External Device

St [7] Select ALl Targei
# Return to Parent Folder & Ratum to Parent Falder

i [ ; T P

I 7 as_publc O L5vMz_03

Il [T usBCapy r‘:f; faT s

W[ _Modue_Foldar rj £} HAZ00PRO_02

I.: [F]_Has_module_... & _' | 2 RGandy

[0 _NAS Picture § © Realtek_LAN_...

I [ =and W= woang W

' L andy_kcs i 2008_W

lj [ Tunes._music 'J?-"? goofactory

Il (= snapshot = B © temp i

e —— ——

Next, fill in the task name and related settings.

Schedule Backup

Item Description
Task Name Input the task name, length limited to 4~12 characters.
Create Sub-folder If you choose to create a sub-folder, then it will use the task name

as folder name then copy the source under it. Or it will copy the
source to the same level as the destination.

Sync Type Select “Incremental” or “Synchronize”.

Log Location Select from the drop down list where the task log will be stored.

Enable Schedule Click to enable. If it is not checked, the task won't start unless you
select the associate task and click “Start” from the task list page.

Time Specify the time for the backup to start.

Schedule Can choose daily, weekly or monthly.
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Local Backup > Schedule Backup > RAID Folder to External Device

Task Name: shdbackil
Creata Subfolder: @ Craate(named as task () Don not createdracty
name) backup to tangat)
Symic Type: @ Incramantsl T Sync
Log Locatian: .5.3'1-:1'.-: [
|| Enable Scheduls
Time: el o ] Ll
Schedule: ) Mgnthly 2 Weekly o il
I_ Bravionk ] |_ Hamp ]E Caneal ]

Read the notes and check the “Accept” box for confirmation.

Local Backup > Copy > RAID Folder to External Device

$. : Announce

othar tasks to pesform improperly.

will cause the task to rem mproperty.

to avoid dats coverage ermors.

1. Ta parform system backup, the destination file in the same directory wil ke
ovenwriten or deleted, please confirm before unning badkugp.

2. Destination path name exists in 2 differant set of tasks, can lead to ksel or

3. Destmabion or source of the systemn fles cannot ba deleted; otherwse &

4. Systarn will autorraticaly kst the destination directory name of the duplicate

(2] Riccent

[ Frevions ||

e | |

Cancel_|

Now, you will see in the data guard task list that you have created a task.

Gadd GEdE SRemove ¥ Start W Son ki Restore [Hlog 1, Rastore NAS Configuration
Task Name Source Path Source Folder | Target Path Last Run Time @ Backup Type | Status
B Category: local (4)
import Generic_USB ... Intel Graphic... RAIDGD 2012/07/25 ... Tmport Finish
copy RAIDGD Réandy Generic_USB ... 2012/07/25 ... Copy Finish
reabackol RAID MAS_Publc RAIDGO/RGandy 2012/07/25 ... Realtime Procassing
[ shdbackil RAID MAS_Publc Genenc_USE ... 2012/07/26... Schedula Finish ]
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5. iSCSI Backup: click on “iSCSI Backup” and screen appear as below.
It can be backup to two different storage pool, iSCSI to folder, iSCSI to external
device.

Locl Badoup > 551 Badoup

| i i BCS[ -= RAID
o Nl

| AR
1 2051 = Extsnal Dandce:
&

Let's take example to have “iSCSI to Folder” backup, from existed iSCSI volume
“iSCSI_iscsiv502” to volume RAID folder “andy_local”.

The source pane listed “iSCSI_iscsiv502” and “iSCSI_iscsiv50” where are iscsi
volume has existed in this system with name “iSCSI_ +iscsi target volume
name”,

Local Backup > iSCSI Backup > BSCSI to RAID Folder

Somme Tarz=t
@i

@ © sesLsesnst J© nias_pubic

@ Retum to Parant Falder

Il ) LISBCopy

; &1 _Module_Foider
J © _nas_Module_...
_r: 1 _MAS_Picture_
r.' @ andy_lecal

r; & iTunes_music

rl" {1 snapshot =

[ | T ———

Next, provide the task hame and where the task log will store.

Local Backup > iSCS1 Badup = ISCSI to RAID Folder

_ Task Mame: :su:le_utﬂl
1@ | Log Location: pins_Public]i
BIAS_Publbc
USBCopy
USBHOD
Module_Folder
HAS_Module_Source
MAS,_Pictura,_
andy_focal
aSATAHDD
SCSI_sesivsd
ISCSI_scsko2
ITunas_music
snapshot

(EEE | B |
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Reading the note and check on “Accept” for confirmation.

Local Backup > Copy > RAID Folder to External Device

“. : Announce

1. Ta parform system backup, the destination file in the same directory wil ke
ovenwriten or deleted, please confirm before unning badkugp.

2. Destination path name exists in 2 differant set of tasks, can lead to ksel or
othar tasks to pesform improperhy.

3. Destmabion or source of the systemn fles cannot ba deleted; otherwse &
will cause the task to rem mproperty.

4. Systarn wil automaticaly kst the destination directory name of the duplcate
to avoid dats coverage ermors.

i [ i Ml

Now, from the data guard task list will have created task listed. To start the iSCSI
volume backup, select the task and click “Start” from task bar.

el Add Ed @Hm"r ¥ stop “hiRestore (8 Log #1; Riestore MAS Configuration

Task Name Source Path Source Folder  Target Path Last Run Time  Backup Type | Status

= Cafegorys locsl (¥

mport skcon_-powe... HAS_Publc, u... RAIDI 2012/07)23 ... Import Fnish
copy raidDiscsil miss 2010 RAIDIINAS B, FOI2A0F22 ... Copy Finish
[ mesbackd] GCSEBosiesl2  RAID andy_local 5051

Once “Start” click, the associated iSCSI volume will not allow to I/O during backup
processing. And the task status will change to ‘Processing”.

@ add - GEdt @ Remove % Start ® Stop b Restore [Glog L, Restore NAS Configuratior
Task Mame Source Path Source Folder  Target Path Last Run Time  Backup Type Status

= Category: local (3)

import silicon_-powe... MAS_Public, u... RAID1 2012f07/23 ... Import Finish

copy raidOiscsi0 msvs2010 RAID1/MAS_P... 2012/07/23 ... Copy Finish
iscsiback0l iISCSL_iscsiva02  RAIDfandy_local iSCSI

States change to “Finish” after task complete.

Dkl et SRemove B st B tor BRestore [log 4L, Restore NAS Configuration

Task Name Source Path Source Folder  Target Path Last Run Trme  Backup Type | Status

o Categary: local {3}
import shcon_-powe... NAS_Public, u... RAIDY 2012/07/23 ... Import Fnish

copy raid(iscsil mevs2 10 RAIDL/MNAS_P... 2012/07/23 ... Copy Fni
gcsibackn] GCSI_Bos302  RADfandy_local 201270726 ... 12051

From the RAID volume folder ‘andy_local’, it has backup iSCSI volume file stored.
This backup iSCSI volume file is needed while it required import to storage. Next
topic will describe about this.
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& andy_local an NEF0Opm (112,16.64.191)

Frbr f Favorke

T H

Qe - £ - (¥ }ji-er!:h [ Foders  [TT3)~

Adrnss | J72.16.64, 191 ancdy_local

File and Folder Tasks

- Make & v Lol

Fila

ther Places @E“k b ":;3

Ecit View Faveries

B3| O serar [ Foes [T

Tods  Help

File and Folder Tasks

‘.:j Mk a nev Faldesr
&8 Publich this Folder ta the
laleh

iSCSI Import: click on “iSCSI Import” and screen appear as below.

It can be imported from two different storage pools, folder to iSCSI or external

device to iSCSI. It is depend on where iSCSI volume has backup to.

Let's take example to import “"RAID folder to iSCSI” which is the iSCSI volume
we have backup earlier to RAID volume folder andy_local than import to volume

RAID.

Lol Badoup > 15£81 Import

L

o ﬁ RADD Foldar -> RAID
.

AP

"' Cﬁ Extarmal Device -= RAID

Local Backup > ISCS1 Import > RAID Folder to RAID Folder

Some Targe
“% Return to Parent Folder = E ) RAIDS
o © nas_Publc ﬂ 1 BT
Jr;:n USBCopy E e

Ji;') _Module_Foldar_

__j ) _NAS_Moduke_...

m

_j 1 _MAS_Pacture_

_j @ andy_kcal -

o © unes_music || @ Retum to Parent Folder

J & snapshiot J i@ [SC51 Bosivans

[ poiows | tiew ]I concu |
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Next, provide where the task log will store.

Local Backup > iSCSI Import > RAID Folder to RAID Folder

Log Location: MAS_Public VI

Reading the note and check on “Accept” for confirmation.

Local Backup > Copy > RAID Folder to External Devioe

t‘ i Announce

1. To perform system backup, the destination fie in the same directory will ke
ovenwriten or delated, plezse confirm before running backup.

2. Destination path name exsts in a different set of tasks, can lead to ksel o
othar tasks to peform impropeshy.

3. Desbration or source of the system fles annot be dekted; otherwse &
wil cause the task to run improgery.

4. Systemn will automaticaly kst the destination diractory name of the dupicate
to avoid datz coverage emors.

Freviom Fimish Cancel

Now, from the data guard task list will have created task listed.

Ghadd iEdt ERemave F Start W Stop LiRestore [ Log ¥l Bestore MAS Configuration
Task Name Source Path Source Folder  Target Path Last Run Time  Backup Type | Status

I Cagegory: loesl (E)
mpoTt Genenc_USH ... Intel Graphic... RAIDGO 2012/07/25 ... Import Finish

copy RAIDGO Reandy Generic_USH ... 2012/07/25 ... Copy Fnish

readbacki RAID HAS_Pubhc RAIDGO/REandy 2012/07/26 ... Realtime Lose Carget

mport_scsi RADfandy_jocal SCSI_scse502  RAID 2012007426 ... (5051 Import Finish

Volume Expansion Management

The user guide please refers to URL below.
http://www.thecus.com/download/manual/AllinOne_64bit/Volume_Expansion_v1.0.pdf
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Appendix A: Customer Support

If your Thecus IP storage is not working properly, we encourage you to check out
Chapter 6: Troubleshooting, located in this manual. You can also try to ensure
that you are using the latest firmware version for your Thecus IP storage. Thecus is
committed to providing free firmware upgrades to our customers. Our newest
firmware is available on our Download Center:
http://www.thecus.com/download.php

If you are still experiencing problems with your Thecus IP storage, or require a
Return Merchandise Authorization (RMA), feel free to contact technical support via
our Technical Support Website:

http://www.thecus.com/support_tech.php

Customers in the US should send all technical support enquiries to the US contact window
included in the following web page:

http://www.thecus.com/support_tech.php
For Sales Information you can e-mail us at:

sales@thecus.com

Thank you for choosing
Thecus!

Thecus,
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Appendix B: RAID Basics

Overview

A Redundant Array of Independent Disks (RAID) is an array of several hard disks
that provide data security and high performance. A RAID system accesses several
hard disks simultaneously, which improves I/O performance over a single hard disk.
Data security is enhanced by a RAID, since data loss due to a hard disk failure is
minimized by regenerating redundant data from the other RAID hard disks.

Benefits

RAID improves I/0O performance, and increases data security through fault
tolerance and redundant data storage.

Improved Performance

RAID provides access to several hard disk drives simultaneously, which greatly
increases I/0 performance.

Data Security

Hard disk drive failure unfortunately is a common occurrence. A RAID helps prevent
against the loss of data due to hard disk failure. A RAID offers additional hard disk
drives that can avert data loss from a hard disk drive failure. If a hard drive fails,
the RAID volume can regenerate data from the data and parity stored on its other
hard disk drives.

RAID Levels

The Thecus IP storage supports standard RAID levels 0, 1, 5, 6, 10, 50, 60 and JBOD.
You choose a RAID level when you create a system volume. The factors for
selecting a RAID level are:

e Your requirements for performance
Your need for data security
Number of hard disk drives in the system, capacity of hard disk drives in the
system

The following is a description of each RAID level:

RAID O

RAID 0 is best suited for applications that need high bandwidth but do not require
a high level of data security. The RAID 0 level provides the best performance of all
the RAID levels, but it does not provide data redundancy.

RAID 0 uses disk striping and breaking up data into blocks to write across all hard
drives in the volume. The system can then use multiple hard drives for faster read
and write. The stripe size parameter that was set when the RAID was created
determines the size of each block. No parity calculations complicate the write
operation.

RAID 1

RAID 1 mirrors all data from one hard disk drive to a second one hard disk drive,
thus providing complete data redundancy. However, the cost of data storage
capacity is doubled.
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This is excellent for complete data security.

RAID 5

RAID 5 offers data security and it is best suited for networks that perform many
small I/0 transactions at the same time, as well as applications that require data
security such as office automation and online customer service. Use it also for
applications with high read requests but low write requests.

RAID 5 includes disk striping at the byte level and parity information is written to
several hard disk drives. If a hard disk fails the system uses parity stored on each
of the other hard disks to recreate all missing information.

RAID 6

RAID 6 is essentially an extension of RAID level 5 which allows for additional fault
tolerance by using a second independent distributed parity scheme (dual parity)
Data is striped on a block level across a set of drives, just like in RAID 5, and a
second set of parity is calculated and written across all the drives; RAID 6 provides
for an extremely high data fault tolerance and can sustain two simultaneous drive
failures.

This is a perfect solution for mission critical applications.

RAID 10

RAID 10 is implemented as a striped array whose segments are RAID 1 arrays.
RAID 10 has the same fault tolerance as RAID level 1.

RAID 10 has the same overhead for fault-tolerance as mirroring alone. High I/0
rates are achieved by striping RAID 1 segments.

Under certain circumstances, RAID 10 array can sustain up to 2 simultaneous drive
failures

Excellent solution for applications that would have otherwise gone with RAID 1 but
need an additional performance boost.

RAID 50

A RAID 50 combines the straight block-level striping of RAID 0 with the distributed
parity of RAID 5. This is a RAID 0 array striped across RAID 5 elements. It requires
at least 6 drives.

RAID 60

A RAID 60 combines the straight block-level striping of RAID 0 with the distributed
double parity of RAID 6. That is, a RAID 0 array striped across RAID 6 elements. It
requires at least 8 disks.

JBOD

Although a concatenation of disks (also called JBOD, or "Just a Bunch of Disks") is
not one of the numbered RAID levels, it is a popular method for combining multiple
physical disk drives into a single virtual one. As the name implies, disks are merely
concatenated together, end to beginning, so they appear to be a single large disk.

As the data on JBOD is not protected, one drive failure could result total data loss.
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Stripe Size

The length of the data segments being written across multiple hard disks. Data is
written in stripes across the multiple hard disks of a RAID. Since multiple disks are
accessed at the same time, disk striping enhances performance. The stripes can
vary in size.

Disk Usage

When all disks are of the same size, and used in RAID, Thecus IP storage disk usage
percentage is listed below:

RAID Level Percentage Used
RAID 0 100%
RAID 1 1/n x 100%
RAID 5 (n-1)/n x 100%
RAID 6 (n-2)/n x 100%
RAID 10 50%
JBOD 100%

n : HDD number
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Appendix C: Active Directory Basics

Overview

With Windows 2000, Microsoft introduced Active Directory (ADS), which is a large
database/information store. Prior to Active Directory the Windows OS could not
store additional information in its domain database. Active Directory also solved
the problem of locating resources; which previously relied on Network
Neighborhood, and was slow. Managing users and groups were among other issues
Active Directory solved.

What is Active Directory?

Active Directory was built as a scalable, extensible directory service that was
designed to meet corporate needs. A repository for storing user information,
accounts, passwords, printers, computers, network information and other data,
Microsoft calls Active Directory a "namespace" where names can be resolved.

ADS Benefits

ADS lets Thecus IP storage integrate itself with the existing ADS in an office
environment. This means the Thecus IP storage is able to recognize your office
users and passwords on the ADS server. Other major benefits ADS support
provides include:

1. Easy integration of Thecus IP storage into the existing office IT
infrastructure

The Thecus IP storage acts as a member of the ADS. This feature
significantly lowers the overhead of the system administrator. For example,
corporate security policies and user privileges on an ADS server can be
enforced automatically on Thecus IP storage.

2. Centralized user/password database

The Thecus IP storage does not maintain its own copy of the user/password
database. This avoids data inconsistency between Thecus IP storage and
other servers. For example, without ADS support, an administrator might
need to remove a specific user privilege on Thecus IP storage and each
individual server. With ADS support, the change on an ADS server is known
to all of its ADS members.
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Appendix D: Licensing Information

Overview

This product included copyrighted third-party software licensed under the terms of
GNU General Public License. Please see THE GNU General Public License for extra
terms and conditions of this license.

Source Code Availability

Thecus Technology Corp. has exposed the full source code of the GPL licensed
software. For more information on how you can obtain our source code, please visit
our web site, http://www.thecus.com.

Copyrights

® This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com).

® This product includes software developed by Mark Murray.

® This product includes software developed by Eric Young
(eay@cryptsoft.com).

® This product includes software developed by the OpenSSL Project for use in
the OpenSSL Toolkit (http://www.openssl.org/).

® This product includes PHP, freely available from (http://www.php.net/).

® This product includes software developed by the University of California,
Berkeley and its contributors.

® This product includes software developed by Winning Strategies, Inc.

® This product includes software developed by the Apache Group for use in the
Apache HTTP server project (http://www.apache.org/).

® This product includes software developed by Softweyr LLC, the University of
California, Berkeley, and its contributors.

® This product includes software developed by Bodo Moeller.

® This product includes software developed by Greg Roelofs and contributors
for the book, "PNG: The Definitive Guide," published by O'Reilly and
Associates.

® This product includes software developed by the NetBSD Foundation, Inc.
and its contributors.

® This product includes software developed by Yen Yen Lim and North Dakota
State University.

® This product includes software developed by the Computer Systems
Engineering Group at Lawrence Berkeley Laboratory.

® This product includes software developed by the Kungliga Tekniska
Hogskolan and its contributors.

® This product includes software developed by the Nick Simicich.

® This product includes software written by Tim Hudson (tjh@cryptsoft.com).

® This product includes software developed by Christopher G. Demetriou for

the NetBSD Project.
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CGIC License Terms
Basic License

CGIC, copyright 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, 2004 by
Thomas Boutell and Boutell.Com, Inc.

Permission is granted to use CGIC in any application, commercial or
noncommercial, at no cost. HOWEVER, this copyright paragraph must appear on a
"credits" page accessible in the public online and offline documentation of the
program. Modified versions of the CGIC library should not be distributed without
the attachment of a clear statement regarding the author of the modifications, and
this notice may in no case be removed. Modifications may also be submitted to the
author for inclusion in the main CGIC distribution.

GNU General Public License
Version 2, June 1991

Copyright © 1989, 1991 Free Software Foundation, Inc.
51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.

PREAMBLE

The licenses for most software are designed to take away your freedom to share
and change it. By contrast, the GNU General Public License is intended to
guarantee your freedom to share and change free software--to make sure the
software is free for all its users. This General Public License applies to most of the
Free Software

Foundation's software and to any other program whose authors commit to using it.
(Some other Free Software Foundation software is covered by the GNU Library
General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our
General Public Licenses are designed to make sure that you have the freedom to
distribute copies of free software (and charge for this service if you wish), that you
receive source code or can get it if you want it, that you can change the software or
use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you
these rights or to ask you to surrender the rights. These restrictions translate to
certain responsibilities for you if you distribute copies of the software, or if you
modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee,
you must give the recipients all the rights that you have. You must make sure that
they, too, receive or can get the source code. And you must show them these
terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you
this license which gives you legal permission to copy, distribute and/or modify the
software.

Also, for each author's protection and ours, we want to make certain that everyone
understands that there is no warranty for this free software. If the software is
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modified by someone else and passed on, we want its recipients to know that what
they have is not the original, so that any problems introduced by others will not
reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish
to avoid the danger that redistributors of a free program will individually obtain
patent licenses, in effect making the program proprietary. To prevent this, we
have made it clear that any patent must be licensed for everyone's free use or not
licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice
placed by the copyright holder saying it may be distributed under the terms of
this General Public License. The "Program", below, refers to any such program
or work, and a "work based on the Program" means either the Program or any
derivative work under copyright law: that is to say, a work containing the
Program or a portion of it, either verbatim or with modifications and/or
translated into another Language. (Hereinafter, translation is included
without limitation in the term "modification".) Each licensee is addressed as

you".

Activities other than copying, distribution and modification are not covered by
this License; they are outside its scope. The act of running the Program is not
restricted, and the output from the Program is covered only if its contents
constitute a work based on the Program (independent of having been made by
running the Program).

Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as
you receive it, in any medium, provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this License and
to the absence of any warranty; and give any other recipients of the Program a
copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may
at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus
forming a work based on the Program, and copy and distribute such
modifications or work under the terms of Section 1 above, provided that you
also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that
you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in
part contains or is derived from the Program or any part thereof, to be
licensed as a whole at no charge to all third parties under the terms of this
License.

c) If the modified program normally reads commands interactively when run,
you must cause it, when started running for such interactive use in the most
ordinary way, to print or display an announcement including an appropriate
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copyright notice and a notice that there is no warranty (or else, saying that
you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License.
(Exception: if the Program itself is interactive but does not normally print
such an announcement, your work based on the Program is not required to
print an announcement.)

These requirements apply to the modified work as a whole. If identifiable
sections of that work are not derived from the Program, and can be reasonably
considered independent and separate works in themselves, then this License,
and its terms, do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections as part of a whole
which is a work based on the Program, the distribution of the whole must be on
the terms of this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to
work written entirely by you; rather, the intent is to exercise the right to control
the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with
the Program (or with a work based on the Program) on a volume of a storage or
distribution medium does not bring the other work under the scope of this
License.

You may copy and distribute the Program (or a work based on it, under Section
2) in object code or executable form under the terms of Sections 1 and 2 above
provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source
code, which must be distributed under the terms of Sections 1 and 2 above on
a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any
third party, for a charge no more than your cost of physically performing source
distribution, a complete machine-readable copy of the corresponding source
code, to be distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute
corresponding source code. (This alternative is allowed only for
noncommercial distribution and only if you received the program in object code
or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making
modifications to it. For an executable work, complete source code means all
the source code for all modules it contains, plus any associated interface
definition files, plus the scripts used to control compilation and installation of
the executable. However, as a special exception, the source code distributed
need not include anything that is normally distributed (in either source or
binary form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component itself
accompanies the executable.

If distribution of executable or object code is made by offering access to copy

from a designated place, then offering equivalent access to copy the source
code from the same place counts as distribution of the source code, even
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though third parties are not compelled to copy the source along with the object
code.

You may not copy, modify, sublicense, or distribute the Program except as
expressly provided under this License. Any attempt otherwise to copy, modify,
sublicense or distribute the Program is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

You are not required to accept this License, since you have not signed it.
However, nothing else grants you permission to modify or distribute the
Program or its derivative works. These actions are prohibited by law if you do
not accept this License. Therefore, by modifying or distributing the Program
(or any work based on the Program), you indicate your acceptance of this
License to do so, and all its terms and conditions for copying, distributing or
modifying the Program or works based on it.

Each time you redistribute the Program (or any work based on the Program),
the recipient automatically receives a license from the original licensor to copy,
distribute or modify the Program subject to these terms and conditions. You
may not impose any further restrictions on the recipients' exercise of the rights
granted herein. You are not responsible for enforcing compliance by third
parties to this License.

If, as a consequence of a court judgment or allegation of patent infringement or
for any other reason (not limited to patent issues), conditions are imposed on
you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this
License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a
consequence you may not distribute the Program at all. For example, if a
patent license would not permit royalty-free redistribution of the Program by all
those who receive copies directly or indirectly through you, then the only way
you could satisfy both it and this License would be to refrain entirely from
distribution of the Program.

If any portion of this section is held invalid or unenforceable under any
particular circumstance, the balance of the section is intended to apply and the
section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or
other property right claims or to contest validity of any such claims; this section
has the sole purpose of protecting the integrity of the free software distribution
system, which is implemented by public license practices. Many people have
made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the
author/donor to decide if he or she is willing to distribute software through any
other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a
consequence of the rest of this License.

If the distribution and/or use of the Program is restricted in certain countries
either by patents or by copyrighted interfaces, the original copyright holder who
places the Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is
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10.

11.

12.

permitted only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the
General Public License from time to time. Such new versions will be similar in
spirit to the present version, but may differ in detail to address new problems or
concerns.

Each version is given a distinguishing version number. If the Program
specifies a version number of this License which applies to it and "any later
version", you have the option of following the terms and conditions either of
that version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of this License, you may
choose any version ever published by the Free Software Foundation.

If you wish to incorporate parts of the Program into other free programs whose
distribution conditions are different, write to the author to ask for permission.
For software which is copyrighted by the Free Software Foundation, write to the
Free Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing and reuse of
software generally.

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE
QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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